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CHAPTER 1 INTRODUCTION

This chapter describes basics related to ransomware. This chapter has introduced
Ransomware with its whole activities including types of ransomware attacks, lifecycle of
ransomware, types of ransomware analysis, detection techniques of ransomware and all
necessary details about ransomware. After detailed introduction, this chapter described the

need of machine learning algorithm for security with ransomware.

11 Ransomware:

Ransomware is a malicious program intended to trick or compel a malicious
application which forces paying a ransom to the recipient. Ransomware is designed to
encrypt essential resources of the computer then ask the customer to pay money to restore
those resources.

Ransomware is made of two words Ransom and ware where Ransom means
money and ware is for Malware. So, this word ransomware means a malware which is
designed for demands money. Ransomware uses encryption techniques to corrupt the data
so that some important file or whole operating system would corrupt. Only attackers
know the decryption key so that corrupted file may be converted into original files.
Attacker demands the Ransom means money for sharing decryption key to the exploited
user.

This is very famous nowadays because it deals with money. Attackers demands
money in digital currencies such as Bitcoin to avoid any tracking by police or cyber security
team. So, ransomware is very trending towards hackers for making money with no security
issue.

Ransomware attacks are typically carried out using Trojan disguised as a
legitimate file that the user is tricked into downloading or opening when it arrives as an
email attachment. However, one high-profile example, the wannacry traveled

automatically between computers without user interaction.

1.2 Types of Ransomware Attacks:
It is mainly divided into following types:
1.2.1 Locky Ransomware:
It locks the entire system or operating system to operating. Locky ransomware

blocks signing into the device by the victim thereof. The device will, however, normally
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be restored by Reboot process or run in Safe Mode. Therefore, this Ransomware is less

dangerous and can be patched Very simply, quite quickly.

1.2.2 Crypto Ransomware:

It encrypts some important files of the user. Crypto ransomware encrypts
types of files that are for the individual is considered important, such as records,
Spreadsheets, databases and images. It is willing to recruit Symmetrical encoding,
asymmetrical or combination. The encryption method, depending on the steps
involved, we should categorize it into three: class A in which the file is encrypted,
but not renamed or relocated; class B in which file is encrypted and renamed, but not
moved; and the file is class C, Encrypted, renamed and transferred, rising the task to

monitor and restore the file.

1.2.3 Wannacry:
Wannacry is the most widely known ransomware variant across the globe.
WannaCry has infected nearly 125,000 organizations in over 150 countries. Some of the

alternative names given to the WannaCry ransomware are WCry or Wanacrypt.

1.2.4 Bad Rabbit:
Bad Rabbit is another strain of ransomware which has infected organizations across
Russia and Eastern Europe. It usually spreads through a fake Adobe Flash update on

compromised websites.

1.2.5 Cerber:
Cerber is another ransomware variant which targets cloud-based Office 365 users.
Millions of Office 365 users have fallen prey to an elaborate phishing campaign carried out

by the Cerber ransomware.

1.2.6 Crysis:

Crysis is a special type of ransomware which encrypts files on fixed drives,
removable drives, and network drives. It spreads through malicious email attachments with
double-file extension. It uses strong encryption algorithms making it difficult to decrypt

within a fair amount of time.
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1.2.7 Cryptowall:

Cryptowall is an advanced form of Crypto-locker ransomware. It came into
existence since early 2014 after the downfall of the original Crypto-locker variant. Today,
there are multiple variants of Cryptowall in existence. It includes Crypto-defense, Crypto-
bit, Crypto-wall 2.0, and Crypto-wall 3.0.

1.2.8 Golden Eye:

Golden Eye is similar to the infamous Petya ransomware. It spreads through a
massive social engineering campaign that targets human resources departments. When a
user downloads a golden eye infected file, it silently launches a macro which encrypts files

on the victim's computer.

1.2.9 Jigsaw:

Jigsaw is one of the most destructive types of ransomware which encrypts and
progressively deletes the encrypted files until a ransom is paid. It starts deleting the files one
after the other on an hourly basis until the 72-hour mark- when all the remaining files are
deleted.

1.3 Life cycle of Ransomware:

Figure 1.1 Life Cycle of Ransomware

command

and
control
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1.3.1 Creation:
Ransomware is created by the programming code by hackers. At the end of each
step, the creation stage also includes updating codes to maximize the effect of

ransomware.

1.3.2 Campaign:

Distributing the ransomware to the other system to make the victim is the main
task of this stage. There are two categories of target victims: individual and institutional
victims. The dissemination objective of an individual victim is to reach many other
victims as immediately as possible and is very simple as not more computer- savvy are
victims. However, for institutionalist victim, the ransomware needs to be highly
sophisticated and should be specifically targeted. This is because, normally, there is
already some sort of security protection in place. Email connections, email attachments,
social media, and infected websites are some of the prevalent infection vectors. The
effectiveness of the campaign relies successfully on leveraging the human psychology of
anxiety and insatiability.

1.3.3 Infection:

The ransomware setup behavior begins when payload reaches victim's system.

1.3.4 Command and Control:

Once the configuration is complete, for many reasons, the ransomware will contact
the Command and Control center, the most important being to acquire the encryption key
for the encryption process. Another potential explanation is to download more files with

infections that are more advanced.

1.3.5 Search:

The ransomware will start looking for seemingly useful files such as “text
messages, spreadsheets, slides, photographs, and databases until the encryption key is
acquired.

1.3.6 Encryption:
I all the valuable file types were identified, then ransomware encryption process
starts. Normally, use of three type of ransomware encryption technology were used:

hybrid encryption, asymmetrical encryption, and symmetrical encryption.
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1.3.7 Extortion:

The final move is to show the ransom demand in the cycle after the completion of
the above steps. The victim will be alerted of the infection by the demand notice for the
payment mode specification. In addition, the notice can also include the deadline for

ransom payment, after which the ransomware may proceed to erase the valuable files.

1.4 Types of Ransomware Analysis:
Based on Ransomware analysis, defensive steps can be taken to prevent future

attacks. Two types of analysis can be performed: dynamic analysis and static analysis.

1.4.1 Static Analysis:

It is based on the code source of the executable file. For dynamic analysis, the
ransomware is carried in moderate environment, and all its actions are recorded for
analysis.

(i) Pros: The malicious code is analyzed easily and rapidly. Effective identification also
guarantees that the ransomware can be stopped without any risk of being executed.

(if) Cons: It is vulnerable to code obfuscation. A mismatch with previously defined
malicious codes may result from the simple insertion of regular operation codes. Even,
when the code is encrypted, the analysis is not effective. Using brute force, there is no
effective way to decrypt encryption. It is simply time intensive. Often, static analysis is
not efficient for multi-phase attacks. The initial code may be a clear method for opening a
backdoor for downloading additional codes and thus may not have a similar malicious
behaviour.

Some techniques are used by static analysis are mentioned below:

I Inspection of file format: file metadata may include information that is useful.
Windows PE (portable executable) files, for instance, will have a lot of Details on
time of compilation, functions imported and exported, etc.

1. String Extraction: This refers to the output examination of the software (e.g.,
status or error messages) and knowledge about the assumed ransomware process
information.

I11.  Fingerprinting: This entails computing cryptographic hashes, discovering
Ecological objects, such as hardcoded usernames, filenames, Strings for registry.

IV. AV scanning: more likely if the examined file is a well-known malware, It will be

observed by all anti-virus scanners. While this recognition process may seem to
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be unrelated, it is often used by AV vendors or sandboxes to "confirm” their
results.

V. Disassembly: this corresponds to reversing the code of the computer to assembly
Language and implied rationale and intentions for the program. This is the one
with the most Popular and effective static analysis method.

1.4.2 Dynamic Analysis:
Dynamic analysis is also called behavioral-based analysis. In a managed and
supervised environment, normally a sandbox, malicious code is executed. For study, all

actions are documented. The actual behavior of malware is observed in this process,

Searching for signs of malicious activity during its execution: changing the host
Data, registry keys, suspicious links set-up. - of these, by itself, Action may not be a fair
indicator of malware, but it can increase the combination The extent of file
suspiciousness. There is a degree of threshold of Established suspiciousness, and any

malware that reaches this amount raises an alarm.

The level of accuracy of heuristics-based detection depends heavily on the
Implementing. The best ones use the simulated world, such as the sandbox, In order to run
the file and watch its actions. While this approach is more time intensive because the file

is reviewed before it is fully executed, it is much simpler.

(i)  Pros: This mode of study is less susceptible to obfuscation, and It is possible to
analyses encrypted code. Malicious action must be carried out, a component of the
mechanism to attain its goal. It is essential to decode encrypted code until the

malware will conduct the action.

(i)  Cons: It is both expensive and time-consuming to set up this method of analysis. It
is crucial that the configuration of the environment closely imitates a real
environment to correctly capture the ransomware actions. As mentioned previously,
one of ransomware's setup behaviors is environment mapping. The ransomware will
find this and prohibit itself from showing all its actions if the research is conducted

on a virtual computer, which can cut costs and resources.

1.5 Ransomware Detection Techniques:
The different identification methods used to discover and classify ransomware are

discussed in this section.

Introduction......... e



151

Machine Learning:
To construct a model, ML requires learning the trends in data. When supplied

with new data, this model forecasts the result.

(i)

(i)

15.2

(i)

153

Pros: With sufficient training results, it can predict the result accurately. Because
ML requires studying the pattern in the data, which is less vulnerable to
obfuscation.

Cons: It is also not easy to find the best algorithm and may require some trial-and-
error runs. In addition, if sufficient caution is not taken, biases and overfitting can

occur.

Honeypot: Honeypot involves setting up decoy files for the ransomware to attack.

The ransomware can be found after such files are downloaded.

Pros: It is necessary to set up traps or honeypot files and then they only wait to be
targeted. Therefore, not much maintenance or processing power from the device

is needed for the procedure.

Cons: There is no certainty that ransomware attack the honeypot archives.
Therefore, understanding the features of files that the ransomware is going to

target is critical.

Statistics:

To better understand significant functionality of Ransomware, statistics are used to

evaluate ransomware. However, the challenge is to deploy this tool as a detection system.

1.6

Types of Machine Learning:
Machine Learning is a data analysis method that builds an analytical model using

algorithms that learn from data and find interesting patterns from the data without being

programmed on how to analzse the data. Machine Learning algorithms learn from

Experience (E) with respect to some class of Task (T) and Performance measure (P).

Machine Learning algorithms have three phases:
* Training

* Validation

* Testing

Machine Learning approaches are classified into three categories:
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1.6.1 Supervised Learning:

Supervised learning is a kind of machine learning approach that makes use of a
known dataset for training/learning and build classifier model which is later used for
predicting class labels. The training data includes input features (X) and output class
labels (). Using the data provided for training a supervised learning algorithm builds a
model that can predict output class labels (YY) for a new dataset (testing data) which is
used to evaluate the accuracy of the model. Examples of supervised machine learning
algorithms are: Decision Tree classifier, Support Vector Machine, Random Forest

ensembles classifier etc.

1.6.2 Unsupervised Learning:

Most Machine Learning systems learn from labelled instances, nevertheless it is
also possible to learn from unlabeled objects but it difficult to do so. Such an approach is
called unsupervised learning. The most popular approach of generalizing unlabelled
instances is conceptual clustering, where clustering is the task of grouping a set of objects
on the basis of similarity of the objects. Examples of unsupervised machine learning

algorithms are: K-means, Hierarchical clustering etc.

1.6.3 Reinforcement Learning:

Machine is trained to make decisive actions. The machine is exposed to an
environment where it trains itself indefinitely using trial and error, and learns which
actions yield the best rewards. Examples of Reinforcement Learning machine algorithms

are: Greedy optimization algorithm and LTV (lifetime values) optimization algorithms.

Antivirus uses signature-based approaches in which antivirus analyses malware
behavior and detect some common pattern of malware. Antivirus use these patterns to
detect any threats. However, this process is unable to detect polymorphic malware, that
has an ability to change its signatures, as well as new malware, for which signatures have
not been created yet. As we know Ransomware is type of polymorphic malware and it
misguide existing signature-based detection techniques. Need for the new detection

methods is dictated by the high spreading rate of polymorphic viruses.

Machine learning is efficient to detect such polymorphic virus attacks because it

learns from its behavior and update its information.
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There are various algorithms under machine learnings. For detection by machine

learnings, various classifiers are used.

1.7 Problem Description and Motivation:

Ransomware targets classified and private sector hacks in the return of sensitive
data and demands for ransom hacked data or encrypted information. Around the country,
Ransomware threats cost millions and millions for companies Millions of Currency.
Recently, WannaCry attacked for money as they called for money, Ransom in exchange
for decryption keys, but Petya later Any data encrypted and removed during attacks,
problems happen:

1. Loss in productivity in downtime: 50 percent
2. Production of corporate income per hour: $24,000

3. 21 hours of inactivity before full recovery

Effects of Ransomware Attacks on Organizations:
1. Loss in employee productivity because their work can be destroyed by
attackers.
2. Many companies are temporarily going to shut down now.

3. Risk of corporate sales failure.

1.8  Objective:
Following goals of our proposed work:
1. To develop the technique for detection of ransomware with some other
malware like Dridex and Vawtrak.
2. To determine the classification of ransomware and polymorphic
ransomware.

3. To develop the method for increasing the detection rate of malware.

1.9 Thesis Organization:

Thesis outline is described in various chapter:

Chapter 1 described the overall process of ransomware. It first introduced Ransomware
with its whole activities including types, lifecycle, analysis, detection
techniques of ransomware and all necessary details about ransomware. After
detailed introduction, this chapter described the need of machine learning

algorithm for security with ransomware.
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Chapter 2 described the various research about the ransomware and other malware attack
and cure of this, done by various researchers in previous year. It gives a rough
idea about research field, necessary tools required for implementing the

methods of Ransomware Detection.

Chapter 3 described necessary methods and tool which we used in our work. It gives the
brief knowledge about Ransomware and malware sample which we used to
test. It also talks about cuckoo sandbox which we use for feature selection

required for implementing machine learning classifier.

Chapter 4 described about the result of our experiment. It also compares between all four

results obtain and conclude that Random Forest Algorithm is best.

Chapter 5 outline the conclusion and brief overview of work done. At the end it discloses

the future work and improvement for further research.

Introduction......... e






11

CHAPTER 2 REVIEW OF LITERATURE

This chapter describes study of the research done in previous year. Well-grounded
sources such as IEEE and other journals on Ransomware are taken into consideration in
order to gain relevant information, which helped us in answering the research questions.
There is massive collection of research papers on Ransomware, detection and
classification, feature extraction, machine learning and other retrieval techniques. In this
chapter ransomware detection using machine learnings have been studied. After studying

them, following papers are found relevant for our present work:

2.1 Signature Based Approaches: ##

# A signature-based approaches typically monitors inbound network traffic to find
sequences and patterns that match a particular attack signature. These may be found
within network packet headers as well as in sequences of data that match known malware
or other malicious patterns. An attack signature can also be found within destination or
source network addresses as well as in specific sequences of data or series of packets.

Some approaches are discussed below:

Shankarapani et al. (2010) present algorithms for identification that can enable
the antivirus community to guarantee a version of a known malware without having to
establish a signature, it can always be detected. By study of comparisons (based on
specific quantitative measures) A matrix of similarity scores that can be generated, is
performed to determine the likelihood that a piece of code under inspection contains a

particular malware. Authors present two methods- SAVE and MEDIC.

MEDIC uses analysis assembly calls and SAVE uses API calls for analysis (Static
API call series and Static API call set). Authors illustrate where assembly can be superior to
API calls. This provides a more rigorous comparison of executables. On the other hand, API
calls may be superior to Assembly for Its speed and smaller signature. A better detection

efficiency can be given by both of proposed techniques against obfuscated malware.

Alazeb et al. (2011) Zero-day ldentification of Malware based on Supervised
Learning Algorithms the API functions were used for feature representation, again and
again. With the Help Vector Machines algorithm, the best result was obtained with
normalized polykernel. 97.6 percent accuracy was reached, with a false-positive rate of
0.025.
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Zhao et al. (2011) concentrate on the actions of software dependent structure for
the identification of malware, dubbed AntiMalDroid, by utilizing algorithm SVM.

proposed structure dynamically extends malware characteristics into the database.

N Andronio et al. (2015) proposed the HelDroid system that Detects a
ransomware class that is intended to hack Platforms for Android. The HelDroid
framework utilizes code Characteristics, including manifests of the program and call
Functions for using ransomware and its family class to classify Processing natural
Language (NLP). The HelDroid phase is Educated to recognize popular messages

appearing in the ransomware code to identify it.

Amin Kharraz et. al. (2015) proposed” A Look Under the Hood of Ransomware
Attacks” studied ransomware attacks between 2006 and 2014. It tells that we can detect
and stop zero-day ransomware attacks by keep view of 1/O requests and securing the MFT
(Master File Table) in the NTFS. The authors suggest mitigating ransomware attacks,

system need real time monitoring.

Nolen Scaife et al. (2016) proposed “Cryptolock (drop it): Stopping Ransomware
attacks on user data” talks about crytodrop that warn user during suspicious file activity.
Indicator monitor the real time change of user data to track the suspicious process for

reputation scores used to alert the user and suspend it.

Sgandurra et al. (2016) have suggested EldeRan tool, which checks
Characteristic signatures of ransomware by examining a collection of Actions in the
initial phases of the kill-chain assault flow. EldeRan detects and categorizes Ransomware
dynamically by evaluating tasks such as registry operations Key operations, Windows
API calls, directories, and files Operations of a machine. Logical Regression by
EldeRanuses to identify each user's classifier algorithm and ML algorithm, Application,
which has additional features for defining and identifying for as yet unknown

ransomware, build signatures.

Brewer et al. (2016) analyzed ransomware attacks on business organisations and
suggested that five separate stages of ransomware attacks be understood, including:
exploitation.

Infection and infection, distribution and execution, backup spoliation, file encryption
and user warning to recognize the vulnerability indication (IOC) to direct the creation or
mitigation of a security.
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Vinayakumar R et al. (2017) proposed “Evaluating Shallow and Deep Networks for
Ransomware Detection and Classification” talks about supervised machine learning method of
detection of ransomware. Multi-layer perceptron (MLP) used for ransomware detection and
classification. It proposed a method using API calls for ransomware detection. As a feature for
classification, it uses 131 API calls which is input of MLP architecture.

Rhode et al. (2017) presented a novel approach to obtain high accuracy. In the first 20
seconds, the proposed algorithm detects ransomware files during the execution stage. VirusTotal
and VirusShare have collected the dataset from it. 23,145 benign and 2,286 malicious records are
present in the dataset. To convert all alphabetic values into numerical ranges for the presentation
of RW, a preprocess was performed. For prediction of ransomware recurrent neural networks
(RNNs) were implemented. The precision is ninety percent in five seconds and ninety six percent
in ten seconds. The minimum false negative rate (FNR) was 4.5 percent and only 3 percent was
FPR. The real value of the simulator in twenty seconds is ninety-three in percent. The experiment
was in Python 2.7 with use of Keras for implementation of the RNN model.

Carlin et al. (2017) highlighted the low-level study of both Dynamic and static opcodes
to detect malware on the1,000 samples of labels in the runtime dataset to influence the typical
AV lebels. They obtained the dataset from VirusShare. The reviewer chose the scale and facility
modality. There are 180,000 malware records, and all records are called by message digest MD5
hash with no other metadata.

Data is going to be just 1,000 opcodes with a 1.0 percent margin are preprocessed.764
are benign and 18,827 malicious sample in the dataset. About samples. In WEKA version 3.8,
the counterbased classifier uses RF and implements it. The RF's highest accuracy is 98.4%
percent.

Takeuchi et al. (2018) introduced Ransomware Detection using Support Vector
Machine (SVMs). There are 588 samples in the dataset, which have 312 benign and 276 RW,
which were obtained from VirusTotal. The authors build the same vector symbols with different
sequences of API calls. The author checked and educated the classifier of the SVM data type.
The normal vector symbol accuracy is 93.52 percent, and 97.48 percent is the best SVM
accuracy.

Chen et al. (2018), introduced RansomProber, a strictly dynamic detector of
ransomware, which uses a series of guidelines to control various facets of the

implementation of the app, such as the involvement of encryption or anomalous structures
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for form. The results obtained suggest a very high accuracy, but the machine was not

released publicly not (to the best of our knowledge).

Greg et al. (2018 ) recommend technique of network management for data from
traffic so that features can be extracted from it. Those features are used in the
classification of ransomware and the used algorithm is Random Forest Binary Classifier.

They say the rate of detection is 86 percent.

Omar M. K. Alhawi et al. (2018) launched NetConverse, a machine learning
assessment for reliable identification of Ransomware Network Traffic for Windows. They
achieved a True Positive Rate of 97.1 percentage using a dataset created from
conversation-based network traffic features with the J48 decision tree and 96.8 percentage

detection rate accuracy with the LMT classifier.
2.2 Behavior Based Approaches:

Behavior based approaches applies Statistical, Al and machine learning to analyze
giant amounts of data and network traffic and pinpoint anomalies.

Instead of searching for patterns linked to specific types of attacks, behavior-based
solutions monitor behaviors that may be linked to attacks, increasing the likelihood of

identifying and mitigating a malicious action before the network is compromised.

Manish Shukla et al. (2016) proposed “Viritualized environment for mitigating
ransomware threats”. Using dynamic analysis of system in term of 1/O process, by the
differences between normal behavior of uncompromised machine and abnormal behavior

when machine has been infected.

Song et al. (2016) suggested a strategy for detecting and preventing Changed
malware from Android platforms attacks. The system proposed has a very high and quick
rate of detection. Since the tool is designed to be integrated within the instrument android
source code Instead of becoming an external mobile Android source code. This makes it a
really good strategy, as it may found the ransomware and its variations even though it
does not have by surveillance, the signature template. The processor, I/O rates and
memory usage is its key for unwanted behaviors conducts. If any discrepancy is found, to
interrupt the operation, this method takes urgent action and uninstall the process,

associated with the use of process memory and I/O rates is to detect irregular behaviors.
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Shaukat et al. (2018) proposed a Layered tool designed to defend against crypto
ransomware after a massive ransomware dataset was analyzed. Dynamic and static
analysis, method is mixed by Ransom Wall for developing a distinctive compact package
that detects Ransomware habits of behavior. Also, Ransom Wall is Built to detect zero-
day vulnerabilities of ransomware and it’s The Powerful Trap Layer feature can classify
ransomware attacks at the initial level of kill-chain. It is achieved by the identification of
suspicious activity in initial layers, and the classification of any unusual activity. If any
files are discovered to have been changed by the rogue process, the files are backed up
before the rogue process is confirmed to be either unsafe or not, to protect the user's

records.

Krzysztof Cabaj et al. (2018) proposed “Software-Defined Networking-based
Crypto Ransomware Detection Using HTTP Traffic Characteristics” Stopping Ransomware
attacks on user data. Author tells in this paper that cryptowall and locky ransomware can be
detected through http message sequence and the size of content. It used SDN because it
provides more security in effective and flexible manner to the current network. we can
arrange network in logically centralized way using SDN. Purposed work divided into three

phases-Learning phase, Fine-tuning phase and Detection phase.

In learning phase ransomware were executed in the Maltester environment so that
all outcomes would be in control for analysis and all traffic generated by the tested

machine which is infected by ransomware was kept secure for further preprocessing.

In fine turing phase centroid vector of relative feature vectors, minimal and
maximal Euclidean distances for all vectors were calculated. Information related to
minimal and maximal distance to the centroid was used. As a result, all the required

parameters used later in the detection phase calculated.

In last level, a record consisting of generated HTTP message sizes was created for
every HTTP server listed. Thus, every new HTTP response is inserted at end of that
record related to the domain or Internet Protocol address of that website. After updating
this utility in the record, if size of utility was three or greater than three implies the
potential ransomware was detected.

With 1-2% or 4-5% false positive, it was able to achieve detection rates of 97-

98% when relaying triples, respectively, on domains or POST.
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Michele Scalas et al. (2019) proposed R-PackDroid that can accurately detect

novel samples in the wild and showed resilience against static obfuscation attempts.

Author recommend learning based detection strategies that depends on knowledge
from the device API. Leveraging these methods, the fact is that ransomware attacks are
extensively used to execute their behavior by the device API, and It enables generic

malware and ransomware to be distinguished.

Author checked three different ways of using information from the Framework
API, i.e., by packages, classes, and methods, and compared their output with other, more
difficult one State-of-the-art techniques, proposed model obtained suggested that
programs based on the method, Ransomware and generic malware can be found by the

API with very good precision, comparable to systems that employ more complicated data.

2.3 Summary:

We have studied Review of Literature depicted that researcher have contributed a
lot in the field of Ransomware analysis. Firstly, we found that detection techniques can be
divided into signature based and behavior-based methods. Further we found that
Ransomware is polymorphic malware which changes its signature with time to
manipulate operating system. We conclude that signature-based method cannot detect
ransomware accurately, so we use pattern of signature to detect ransomware and some
other malware also. This research is focused on detection of Ransomware and similar type
polymorphic Malware also. The malware we use for detection is-Dridex Locky,
Teslacrypt, CTB-Locker, Vawtark, Zeus, DarkComet, Xtreme and Cyber Gate.
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CHAPTER 3 MATERIALS AND METHODS

In proposed framework we want to detect ransomware with other malware like
dridex, teslacrypt, vawtrak, zeus, darkcomet. This chapter gives the details about the
materials required to implement the proposed work. Also, it gives the information about
the tools and methods used for detection. This chapter also includes the research
methodology and research analysis done for our proposed work. Ransomware type
malicious activity is a very broad area for research, but the proposed work focuses on the

area of providing better accuracy in detection of ransomware and their classification.

3.1 Materials:
This section deals with the brief introduction of the hardware and software tools,

which has been used in the proposed work.

3.1.1 Hardware Used:

All of the proposed work mainly held around NetFlow cyber threat classification,
so that only a single computer system as hardware tool is needed for realization of the
proposed work. The system is developed and executed on a PC, which has the following
hardware specifications:

e Processor: Intel(R)Core™ 13, 2.4200 GHz

e Installed memory (RAM): 4 GB

e System Type: Windows10, 64-bit operating system
e Harddisk:1TB

3.1.2 Software Used:
The entire working scenario performed on cuckoo sandbox and Weka 3.6.10

classifier tool.

3.1.2.1 CUCKOO Sandbox:

The study is based on and targeted to Cuckoo Sandbox. It is clear that to apply the
machine learning algorithms to any problem, it is essential to represent the data in some
form. For this purpose, Cuckoo Sandbox was used. The reports generated by the sandbox,
describing the behavioral data of each sample, were preprocessed, and malware features
were extracted from there. Cuckoo Sandbox is the open-source malware analysis tool that

allows getting the detailed behavioral report of any file or URL in a matter of seconds.
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Cuckoo has a scalable architecture that is extremely versatile and can be used Both
as a standalone app and merged into the broader structures or framework. A host computer
(the host machine) is the key component of the Cuckoo infrastructure (the tools for
management) and a variety of guest computers (virtual or physical). Analysis machines).
Its operational scenario is very simple: as soon as possible, A virtual world is dynamically
presented to the server when the new file is sent. The file is transferred to it, and all the

actions done in the system are executed.

3.1.2.2 Weka 3.6.10:

“Waikato Environment fozzr Knowledge Analysis” is abbreviated as Weka. Weka
is a machine learning tool which was developed by university of Waikato. The Weka
algorithms can either directly apply on the dataset or can be called from your Java code.

Weka is written in Java so it is an open source tool and can run any of the platforms.

The major functions of Weka are preprocessing of data, classification, and

clustering and association rule mining.

3.1.2.2.1 Weka GUI:

& Weka GUI Chooser - 0O X
Program Visualization Tools Help
Applications
Explorer
'WEKA
The University Experimenter
of Waikato
e
KnowledgeFlow
Waikato Environment for Knowdedge Analysis
Version 3,610
(c) 1593 - 2013 Simple CLI
The University of Waikato
Hamilton, New Zealand

Figure 3.1 Weka GUI Chooser
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In figure 3.1 the Weka GUI is shown. It supports: Explorer, Experimenter,
Knowledge flow and simple CLI. The explorer supports preprocessing of data, attribute
selection, learning and visualization of data. The experimenter facilitates the
environment for testing and evaluating the ML algorithms. The KnowledgeFlow tab
shows the flow of data.

The user can choose Weka components form the tool bar and place them on a
layout canvas. After this, it connects to the components in order to form a
KnowledgeFlow for processing and analyzing the data. The last one that is CLI

(Command-Line Interpreter) is a simple interface for typing the instructions.

31222 Weka Explorer:
The Weka explorer opens the data file with the help of Preprocess Button.

Open fis.. Openi(RAL., CpenD8.. Gererae. .

| Fiter
Choos=  None
| Current relz3en Selected atviude

Relton: Nore Naree: Nens Typ=: Nore
Instances: Nore Afrdutes: Noos ¥issng: Moo= Osinct None Uniqus: Noce

Atrdutes

Viusie &

Sizhus
Wiskome B the Wekz Bglorer Log 'q‘,\ x@ |

Figure 3.2 Weka Explorer
Figure 3.2 shows view of weka explorer in which we can mine data. We can load

tha data with the help of preprocess button. For classification we can use classify button.
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3.1.2.2.3 Visualization of Data:

0 Arigen

TN

Figure 3.3 Visualization of Data
After opening the data file, visualization panel shows the scattered plot current
dataset based on the attribute. The number of cells in the matrix can be reduced by
pressing the “Select Attribute” button. Here, the figure 3.3 has taken from the
PnatHoney 1 sample file. The relevant classifier is selected from the classifier tab. In our

work J48 and Random Forest classifiers are selected.

3.1.2.24 Weka Data Format:
Weka can support file formats as given below:
e CSV
e ARFF
Mainly the ARFF (Attribute Relation File Format) file format is supported by
Weka. In case the ARFF file is not available then the CSV (Comma Separated Value) file
can be converted in ARFF format by Weka tool.

3.1.2.2.5 Preprocessing of Data:
For getting the better results preprocessing of data is must. There are the
following ways to inject the data for preprocessing:
e Open File- it enables the user to load the data from local machine.
e Open URL- enables us to load the data from different locations.

e Pen Database- allows us to fetch the data set from database source.
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3.1.2.2.6  Classification:

For the prediction of nominal or numeric quantities, we have used the classifiers
in Weka. The available learning methodologies are decision-trees, SVM (Support Vector
Machine), instance base classifiers, logistic regression.

Before executing any of the classification techniques, we fix the test options. The
available test options are given below.

e Use Training set: estimation is based on how crisply it can estimate the class of
the instances it was trained on.

e Supplied Training set: it is an external file that can be used as supplied set.

e Cross-Validation: in cross validation, we set 10-folds and among these we
fixed 9-folds for training and 1-fold for testing.

e Split Percentage: estimation is based on how fine it can predict a percentage of
the given data.

3.1.2.2.7  Specialization:
e Weka is specialized in Machine learning applications and it has ML tool which
is better for mining association rule.
e It supports large number of ML algorithms like SVM (Support Vector
Machine), MLP (Multi Layer Perceptron), LR (Logistic Regression).

3.1.2.2.8  Advantages: Few advantages of Weka are:
e Weka is an appropriate tool for developing new ML schemes.
e Weka supports ARFF, CSV, and J48 binary formats.

3.1.2.2.9 Disadvantages:
Some disadvantages of Weka are:
e Weka has very worse connection with Excel sheets database and non-java based
databases.
e Weka is less strong in classical statistics.

e Weka does not save the parameters for future datasets.

3.1.2.2.10 Installation of Weka:

e Go to http://www.cs.waikato.ac.nz/ml/weka

e Click the Download and install button

e Choose which one to download:
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I. the “stable” version (not the “developer” version)
ii. the appropriate version for your computer; Windows, Mac OS, or

Linux.

3.2  Feature Extraction:

In any of the above instances, we ought to be able to extract the Attributes from the
input data such that the algorithm can be fed to it. For instance, In the case of house prices,
knowledge may be viewed as a multidimensional Matrix, where an attribute is represented
by each column and rows represent the attribute for these properties, numerical values. In
the case of the image, it can be data each pixel is interpreted as an RGB color.

These features are referred to as traits, and the matrix is known as Vector of functions. The
data extraction method from the files is referred to as the Feature Extraction. The purpose
of extracting features is to acquire a collection of insightful and Data that is non-redundant.
It is crucial to understand that characteristics can reflect the important and valid details
regarding our dataset, because we do not have it. An exact forecast cannot be made. That is
why the extraction of features is always a Non-obvious assignment, which involves a lot of
study and checking. Additionally, it is Quite domainspecific, but generic approaches apply
badly here.

Non-redundancy is another major prerequisite for a good feature set. Getting redundant
characteristics, i.e., characteristics that outline the same data as well as redundant attributes
of knowledge, which depend closely on each other’s will skew the algorithm and thus have

an incorrect one Outcome.

Furthermore, if the input data is too large to be fed into the algorithm (has too many
characteristics), so it can be translated to a reduced vector function (vector, having a
smaller number of features). The phase of diminishing the measurement of the vector is
referred to as function collection. At the completion of this operation, the chosen features
are supposed to detail the related data from the Initial set so that, without any precision

loss, it can be used instead of initial data.

3.3  Classification Methods:

From the viewpoint of machine learning, the identification of malware can be used
as a Classification or cauterization problem: unknown types of malware should be
Centered on certain properties, clustered into multiple clusters, defined by the that

algorithm. On the other hand, having trained a model on the large dataset. We will
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minimize this concern to grouping because of malicious and benevolent files. This issue
can be reduced to classification by established malware families, Just Having a small range
of classes, one of which is definitely a sample of malware. It is easier to define the right

class, because the results will be greater. Accurate than for algorithms of cauterization.

3.4 Dataset:

A total of 1,156 files were obtained for this initiative. Hashes for each of them,
Incidence reports or reverse malware is found that mark files uniquely. Reports in
engineering, and these hashes were subsequently used to extract the Matching samples
from the VirusTotal service with the assistance of external samples Researchers on
ransomware. (VirusTotal 2017) To be able to work for a wide range of applications Nine
malware families have been included in the dataset, resulting in 1,116 malicious files and
40 archives that are benign.

Malicious families that were used are dridex, locky, teslacrypt, vawtrak, zeus,

darkcomet, ctb-locker, cybergate, xtreme. These are discussed in detail below:

3.4.1 Dridex:

We used 115 unique files infected by dridex for analysis This malware belongs to
the Trojan class, specifically, banking trojan. It caused a huge infection in 2015, resulting
in 3 000 - 5 000 infections per month. Cridex, the malware that circulated in 2012, is the
root of Dridex. Also, Cridex was a Stealer of bank credentials, but more specifically, it was
a worm that used storage units connected as a spreading vector. A redesigned edition in
2014 It arose, moving from communications of command and control to peer to peer and

thereby becoming more resilient to takedown operations.

The Dridex attacked customers of individual banks in order to rob their own banks.
It is said that more than 500 institutions are targeted at and 40 regions, primarily
concentrating on high-income English-speaking nations, Rates: the bulk of diseases in the
United States, the United Kingdom and About Australia.

For spreading dridex, attacker generally uses real organization name as sender

address in maximum cases. Figure 3.4 shows how dridex operate.
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Figure 3.4: Illustration of Dridex Operation

3.4.2 Locky:
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We used 115 unique files infected by locky ransomware for analysis. This is the

Ransomware which uses RSA-20488 to encrypt all data on the victim's device AES-256

ciphers and adds an extension of. locky. Locky appeared in February 2016 and has since

then been aggressively circulated. The Very Most spam campaigns are common delivery

vectors, specifically fake invoices and platforms for phishing. This spam campaigns were

strongly similar to those of the Used for the sale of Dridex in terms of its scale, the use of

financial records and Macros, which means that the Dridex community is responsible for

this, about ransomware. The price ranged from 0.5 to 1 bitcoin for decryption of device

data.

Figure 3.5 shows how Locky Ransomware process for encryption. It also deletes

initial files and shadow copies so that no one can get data back.
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Figure 3.5: Hlustration of Locky Ransomware process

3.4.3 Teslacrypyt:

We used 115 unique files infected by teslacrypt ransomware for analysis. The key
vector of dissemination is infected portals and websites. Emails with links to malicious
websites which once download the malware They're on a visit. Upon installation, the file

is automatically executed.

Payment is needed to be made via PayPal or Bitcoin for a decryption key.
TeslaCrypt, unlike other ransomware families, obvious data files, such as .pdf, .txt, .gif,
etc., encrypted, yet often Files relating to the game, including Call of Duty, World of
Tanks, Minecraft and World About Warcraft. Interestingly, the attackers behind
TeslaCrypt announced in May 2016 that they the project closed, and the master decryption
key was released. Many days more, A free decryption service has been published by
ESET Antivirus.

Figure 3.6 shows how email phishing and malicious websites are encrypted using
Teslacrypt RW.
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Figure 3.6:lllustration ofTeslacryptprocess for encryption

3.44 Vawtrak:

We used 74 unique files infected by vawtrak for analysis. Referred as well
vawtrak, as neverquest or snifula, is another example of Trojan banking. The most
diseases have arisen in the czech Republic, the United States, the United Kingdom and
Germany. Spreading vectors include downloaders of ransomware, spam with malicious
connections, or Additional drive-by updates. Vawtrak is worthy of winning after
downloading Access to a victim's bank. accounts, as well as compromised passwords,

Private keys, passwords, etc.Figure 3.7 shows how Vawtrak infect the system.
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Figure 3.7: Hlustration of Vawtrak Operation for infection of system

3.45 Zeus:

We used 116 distinct files injected with Zeus for analysis. Yeah, it's a Botnet Kit,
which can be quickly sold for about 70000 on the black-market USD. USD. Zeus formed
since its introduction in 2007 and remains one of the Most famous members of botnet
malware. Vector infection of Zeus differs widely, beginning with spam emails and ending
with drive-by-drive. Only downloads, the malware injects itself into sdra64.exe after the
update. Process and change the values of the register to execute it on the framework
initiation. After that, in the winlogon exe phase, Zeus injects itself and closes the original
executable format. Zeus' capabilities include hacking of system information, online
stealing of system information, credentials, information for storage. The details of the
knowledge to be compromised are either Hard coded or retrieved from the command and
control in the binary the success of Zeus malware is attributed to the fact that it is fairly

inexpensive. Figure 3.8 describes the Zeus operation.
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Figure 3.8 : lllustration Zeus Operation for infection of system

3.4.6 DarkComet:

We used 130 distinct files injected with darkcomet for analysis. It is an example of
the remote administration method (RAT). That was the Used in 2012-2015 in multiple
rapes.

DarkComet was not developed initially, However, it was a malicious instrument
because of its design and functionality. The Syrian government eventually used it for
spying, followed by others in the intervening years, other threats. It was used by the
Syrian government during the Syrian war in 2014 for the purpose of spying on Syrian
people who have bypassed official censorship about the Internet. The 'Je Suis Charlie'
slogan was used in 2015 to trick people into The darkcomet download: it was masked as
an image that compromised when downloaded by consumers.

Figure 3.9 shows communication between server and client where server is attacker

and client is infected machine.
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Figure 3.9: llustration of DarkComet communication scheme

3.4.7 CyberGate:

We used 120 distinct files injected with cybergate for analysis. The remote
management platform is another example of cybergate (RAT). Written in Delphi, it is
constantly being developed, resulting in stability and extensive functionality. It should be
mentioned that CyberGate can be considered “legal” malware since it was initially
developed for legal purposes and is used in legal problems. However, it is often used for

malicious activity, such as espionage.

3.4.8 Xtreme:

We used 120 distinct files injected with xtreme for analysis. Xtreme is yet another
instance of Rodent. Developed in Delphi, it is freely accessible the source code and shares
it with many other Delphi RAT malware, including cybergate.

In several government bombings, as well as in several attacks, Xtreme was used
With Israel and Palestine threatened. Xtreme's architecture depends on the architecture of
the network server, where the attacker is assumed to be a client. THE Settings are written
to the percentage of the APPDATA percentage \Microsoft\Windows folder or to the
percentage of the APPDATA percentage folder A folder named after the generated mutex.
The information is then encrypted with the help of "As a password, RC4 and "Cfg" or
"CYBERGATEPASS. The Settings "The extensions are contained in a “. ngo" or ".cfg"
format. Data from the setup the configured file name, the injection method, FTP and

CnCC are included. Data, name mutex. (2014 for Villeneuve and Bennett).

Materials and Methods. ........ &



30

3.49 CTB-Locker:

CTB-Locker was the last malware family that was used in research. We used 78
distinct files injected with ctb-locker for analysis. This is another case of malware
encrypting the files of users. Asking for the decryption key for money. The CTB-Locker
samples spread by the malicious attachments emails. Attachments were represented by

.zip files with an attachment Downloader inside.

Figure 3.10 describes the initial function of the CTB-Locker. Malware reduces
itself to the percent temp percent folder with a random name when executed. And the
svchost.exe process injects itself. A pop-up screen will appear upon complete completion
of the malware, providing Data on payment data and encryption. Spain, France and

Austria were mainly attacked by CTB-Locker.

.Zip downloaded

L]

Unzip, execute

Drop to %temp%
with randomname

Inject inta
svchost.exe

L
Create a mutes of
randemname and ensure that
only 1 instance is running

Encrypt the files

p L .
Show a pop-up screen
with decryption
instructions

Figure 3.10: Hlustration of CTB-Locker operation for encryption
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3.5 Reports and Features:

We need to find out What kind of information and how it can be viewed should be
extracted for apply machine learning algorithm. Any field study uses string properties or
properties of file formats as a base for representation of functions. For Windows-based
malware, for example, Samples, data found in PE headers, are also used for analysis as a
base. The implementation of format-specific function extraction, however, is not the
highest Solution, since evaluated file formats can differ drastically.

3.5.1 API Calls:

API stands for Programming Interface for Applications and refers to the package
tools that offer an interface to connect with the various Components for apps. During the
execution of the API calls are documented Malware and link to the form in question. They
outline it all the operating system, and the operations on the files, Registry, mutexes,

protocols and other previously described characteristics.

For API calls, for example, OpenFile, OpenFileEx, CreateFile, CopyFileEx, and so
on Specify file processes, OpenMutex, CreateMutex, and OpenMutex calls, and

CreateMutexEXx explains the opening and development of mutexes, etc.

API Call traces provide a broad overview of the behavior of the sample, including
all the above-mentioned estate. Besides that, they have a wide variety of Set of values
which are distinct. In addition, they are easy to classify in numeric Format, and this is why
they have been picked as functions. Here, the functionality. The collection is specified by

the number of specific API calls and the number of returns codes.

3.6 Feature Selection:

It is necessary to delete the not required feature and, thus, in our case, for instance,
a certain API call could only be activated once in one sample. In the case of a large and
varied Feature collection, no function in the algorithm will be played by this special API
call and, Therefore, replacing it would in no way impact precision.
After the features are extracted and interpreted as a mixture matrix, we ended up with
70518 features. For collection and processing, this number is too high for the exact
forecasts. With such a large feature set, for example, it takes to load the dataset,
preprocess it and run the knearest neighbor’s algorithm on an x64 8 GB RAM machine for

approximately two-three hours. This quantity of the resources is unacceptable, and
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irrelevant functionality need to be disabled. Filtering methods are three general types of

methods of function filtering, Methods with wrappers and embedded methods.
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CHAPTER 4 RESULTS AND DISCUSSION

This chapter involves the analysis of results done after simulation. Proposed
method is used to upgrade the performance of Ransomware Classification. The results of
all the steps of proposed method are shown. Implementation is performed using Weka
3.8.5 simulation tool. Test results of intermediate phase show the accuracy and efficiency
of applied algorithms.

This chapter addresses the outcomes of the review of the application of the
Methods in machine learning. The result is based on various parameters such as True
Positive Rate, False Positive Rate, Precision, Recall, F-Measure, MCC, ROC Area, PR
Area. The identification accuracy is calculated as the Percentage of instances listed

correctly. Accuracy can be calculated as-

Accuracy = count(Correctly identified samples) /count(Total samples);

At last, this chapter summarize result in tabular form and shows the comparison

between existing work and proposed work with the help of table.

4.1 Naive Bayes Classifier:

Out of 1156 instances 968 instances are classified accurately while 168 instances
classified incorrectly. Hence accuracy is 0. 8373.The result in TP Rate, FPRate, Precision,
Recall, F-Measure, MCC, ROCArea, PRCArea and their class of malware or benign is
shown below in figure 4.1.

Figure 4.1 shows the confusion matrix and TP Rate, FPRate, Precision, Recall,
FMeasure, MCC, ROCArea, PRCArea and their class of malware or benign by Naive
Bayes Classifier.

Results and Discussion. .. ...... &



34

TP Rate P Rate Precision Recall F-Veasure MCC  ROC Avea PRC Area Class

0.6 0.022 083 0.647 0030 0.6 0.9 0.6 Benign
0.904 0028 0% 0504 0846 0829 0969 0.8 Dridex
0.97 0002 0.9 0.8 0.5 0958 081 094 Locky
0.97 0.0 058 0.9 09 0.9 0997 0.9M  Teslacrypt
.62 0.020 0.6 0.2 0.648 0826 0.5 0.589  Vawleak
0100 0.013 0.6 0007 00 0060 097 0 Teus
09 0.0 054 0.9 0845 0.5 0919 0.909  DarkConet
0.900 0,005 050 0.%0 0845 0.5 0.9 099  Cberbate
0.9 0.0 081 0.6 088 0508 0.9% 0.3 Keeeme
0.962 0.045 0600 0.9 0045 045 096 0837 CTB-Locker
feighed Avg, 0,055 0,015 0,064 0,855 0.8%3  0.040 097 0,800

=== (onfusion Matrix ===

b1 <= classified as
618 a=Benig
0 0 6] b=Dridex
01 2] ¢="locky
0 0 1| d=Teslacrypt
22 & &= Vawleak
0
0
0
0
0

2 18] f=1leus
0 01 g=DarkComet
0 1| h=CgberGate
2 0 1i=Koeme
] = (TB-Locker

Figure 4.1: Results obtained from Naive Bayes Classifier
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4.2 Regression Classifier:
Out of 1156 instances 1094 instances are classified accurately while 62 instances
classified incorrectly. Hence accuracy is 0.9463.

=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision Recall F-Measure MCC ROC Area PRC Area Class
0.988 0,000  1.000 0,988  0.994 0,993 1,000  1.000  Benign
0,904 0,008 0,934 0.904  0.919 0.909 0.9  0.953  Dridex
0.947 0,005 0,947 0,947  0.947 0.943 0,988  0.975  Locky
0,973 0.003 0,973 0,973 0.973 0,970 0,995  0.983  Teslacrypt
0.878 0,017  0.783 0.878  0.828 0.817 0.987  0.88 Vawlrak
0.879 0,010 0,911 0.879  0.895 0.883  0.,990  0.952  Zeus
0.977 0.010 0,928 0.977  0.952 0.946 0,997  0.968  DarkComet
0,922 0,003 0,975 0.922  0.948 0,942  0.989 0,970  CyberGate
0.983 0,000  1.000 0,983 0.992 0,991 0.98¢ 0,985  Xereme
0,975 0,005  0.939 0.975  0.957 0.953 0,995  0.932  CIB-Locker
Weighted Avg, 0,946  0.005 0,948 0,946 0,947 0,941 0,991  0.9%¢

=== (onfusion Matrix ===

a b c d e f g h i j <--classified as
1ImM 0 1 0 0 0 1 0 0 0] a=Benign

0113 2 2 6 1 0 0 0 1| b=Dridex

0 09 0 2 1 0 0 0 2| c-=Locky

0 1 0110 1 0 0 0 0 1| d=Teslacrypt

002 1 16 4 0 1 0 0] e-=Vawlrak

03 0 0 6102 3 1 0 1| f£=1Zeus

001 0 0 1 1128 0 0 0] g=Darklomet

01 0 0 0 3 6119 0 0 h=CyberGate

00 1 0 0 0 0 1119 0| 1i=ZXtrem

0 0 0 0 2 0 0 0 0771 j=CIB-Locker

Figure 4.2: Results obtained from Regression on weka tool
Figure 4.2 shows the confusion matrix and TP Rate, FPRate, Precision, Recall,
FMeasure, MCC, ROCArea, PRCArea and their class of malware or benign by
Regression Classifier.
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4.3 J48 DecisionTree Classifier:
Out of 1156 instances 1086 instances are classified accurately while 70 instances

classified incorrectly. Hence accuracy is 0.9394.

TP Rate FP Rate Precision Recall FP-Measure MCC ROC Area PRC Area C(lass
1,000 0.000  1.000 1,000 1.000 1,000 1,000  1.000  Benign
0.912  0.013  0.89 0,912 0.905 0.893  0.957  0.894  Dridex
0.916 0.004  0.956 0.916  0.935 0,930 0.980 0,930  Locky
0.982 0,005 0.957 0,982 0.9¢9 0.966 0.988 0,931  Teslacrypt
0.838  0.012  0.827 0,838  0.832 0.821  0.933  0.829  Vawlrak
0.819 0.013 0.872 0,819 0.844 0,826 0,925  0.79%  Zeus
0.9¢9  0.006 0,955 0.969  0.962 0.957 0,980 0,916  DarkComet
0,938  0.009 0.931 0,938 0.934 0,926 0.977  0.871  CyberGate
0.992  0.003 0.976 0,992 0.984 0,982  0.999  0.987  Xtreme
0.962  0.003 0.962 0.962  0.962 0.959 0.992 0,955  CIB-Locker
Weighted Avg, 0,939 0,006  0.939 0,939 0.939 0,933 0,975  0.916

=== (onfusion Matrix ===

a b cde f g h i j <-classifiedas
1% 0 0 0 0 0 0 0 0 0 a=2Benigm

014 0 0 3 7 0 1 0 0] b=Dridex

0 18 1 2 1 01 2 0] c=1ILocky

00 0lll 1 0 0 1 0 0] d-=Teslacrypt

0 4 1 16 4 01 0 1| e="Vawlrak

0 6 3 2 49 1 2 1 2| f=1Ieus

00 0 1 0 0127 3 0 0] g =DarkComet

0 2 0 0 0 1 5121 0 0] h=_Cyberbate
000 0 0 1 0 0 0120 0] 1i=Xtreme
0 000 2 1 0 0 071 j=CIB-Locker

Figure 4.3: Results obtained from J48 on weka tool

Figure 4.3 shows the confusion matrix and TP Rate, FPRate, Precision, Recall,
FMeasure, MCC, ROCArea, PRCArea and their class of malware or benign by J48
Classifier.
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4.4 Random Forest Classifier:
Out of 1156 instances 1114 instances are classified accurately while 42 instances classified
incorrectly. Hence accuracy is 0.9636.

=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision Recall F-Measure MCC ROC Area PRC Area Class
0,988  0.011  0.940 0.988  0.963 0,957 1.000 0.998 Benign
0.928  0.004  0.967 0.928  0.947 0.941  0.995 0.979 Dridex
0.968  0.001  0.989 0.968  0.979 0.977  0.994 0,990 Locky
0.991  0.000 1,000 0,991  0.996 0,995 0,995 0,992 Teslacrypt

0.973  0.008  0.878 0.973  0.923 0.919  0.99¢ 0,949 Vawlrak
0.897  0.006  0.945 0.897  0.920 0.912  0.995 0.970 Zeus

0.992  0.008  0.942 0.992  0.967 0.963  0.999 0.982 DarkComet
0.930  0.001  0.992 0.930  0.9¢60 0.95¢  0.993 0.980 CyberGate
0.992  0.000  1.000 0.992  0.996 0.995  1.000 1.000 Xtreme
0.975  0.001  0.987 0.975  0.981 0.0  1.000 0.999 CTB-Locker

Weighted Avg,  0.9¢4 004 0,965 0.964  0.9¢4 0.960  0.997 0,985

=== (Confusion Matrix ===

a b c d e f g h i j <--classified as
1M 1 0 0 0 1 0 0 0 0| a=Benign

2116 0 0 2 4 0 0 0 1| b=Dridex

0 09 0 2 0 0 1 0 0| c==Locky

0 0 0112 1 0 0 0 0 0| d-=Teslacrypt

2 0 0 0972 0 0 0 0 0| e=Vawlrak

3 2 1 0 5104 1 0 0 0| f£=Zeus

1 0 0 0 0 0130 0 0 0] g=DarkComet

1 0 0 0 0 1 7120 0 0/ h=_CyberGate

1 0 0 0 0 0 0 0120 0] 1i=ZXtrem

1 1 0 0 0 0 0 0 077 3=CIB-Locker

Figure 4.4: Results obtained from Random Forest Classifier

Figure 4.4 shows the confusion matrix and TP Rate, FPRate, Precision, Recall,
FMeasure, MCC, ROCArea, PRCArea and their class of malware or benign by Random

Forest Classifier.
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4.5 Comparison of Existing Work to Proposed Work:

According to all result discussed above we can summarize them in following
table in terms of average TPR, average FPR, F-measure and accuracy. We sort them
according to highest accuracy and we can see that Random Forest has highest accuracy in

our proposed work.

Table 4.1: Comparision of all algorithm in accuracy for proposed work

Classifier Avg TPR Avg FPR F-measure Accuracy
Random Forest | 0.964 0.004 0.964 0.9636
Regression 0.946 0.005 0.947 0.9463
J48 0.939 0.006 0.939 0.9394
Naive Bayes 0.855 0.015 0.853 0.8373

Table 4.1 shows Random forest classifier have highest accuracy of 0.9636 and

Naive Bayes classifier have lowest accuracy of 0.8373 in comparison to all algorithms.

Comparison of Proposed Work to Existing Work:

Table 4.2 shows the comparison between proposed work and existing work.

Table 4.2: Comparison of proposed work to existing work

Classifier Accuracy/(existing) Accuracy (proposed)
Random Forest 0.966 0.9636

J48 0.902 0.9394

Naive Bayes 0.796 0.8373

Hence our proposed work find higher accuracy in J48 and Naive Bayes algorithm

whereas find almost same accuracy in Random Forest algorithms.

Results and Discussion
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CHAPTER 5 SUMMARY AND CONCLUSIONS

In this chapter, the goals which we have achieved and some suggestions for
future work are provided. First section includes summary of each, and everything
covered in our approach. Second section describes what all conclusions can be derived

from our work and last section discusses about future scope of the proposed work.

5.1 Summary:

For detection of Ransomware, we observe other malicious websites and we try
whether is there any similarity in those website and we notice that through common
feature we can recognize that malicious activity. We took raw data of malicious website
with the help of Virus Total and applied Machine Learning Algorithm using Weka. We
extract some important feature from raw data with the help of cuckoo sandbox. At last,

we become able to classify that data.

5.2 Conclusion:

We have proposed to develop the technique for detection of ransomware, to
determine the classification of ransomware and develop the method for increasing the
detection rate of malware. We have used four classification algorithms in our technique.
We identified ransomware with improved rate. Random Forest, Naive Bayes,
Regression and J48 classifier are used in our proposed work which shows accuracy of
0.9636,0.8373,0.9463 and 0.9394 respectively. Thus, Random Forest show highest
accuracy of 0.9636. J48 and Naive Bayes classifier shows higher accuracy than
previous work and Random Forest find almost same accuracy. We have determined the
different classification of ransomwares and malware which are dridex, locky, teslacrypt,
vawtrak, zeus, darkcomet, cybergate, xtreme and CTB-locker. The proposed work has
been simulated using Weka tool and simulation results are presented by confusion

matrix and class of malwares.

5.3 Future Scope:
1. For future scope we may look into other ransomware families such as Cerber,
Chimera Vipasana Zero Locker etc.
2. Feature extraction methods may also can be improved for more accuracy and more

realibelity.

Summary and Conclusion......... &
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3. For new ransomware which digital signature is totally different we may select some

feature from volatile memory and operating system.

Summary and Conclusion......... &
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APPENDIX

#import libraries
library(RWeka)
library(kernlab)
library(Boruta)
library(class)
library(dplyr)
library(lubridate)
library(gmodels)
library(ggvis)
library(e1071)
library(randomForest)
#set directory
home_dir <- "C:\\Users\\Kateryna\\Desktop\\Thesisstuff\\selectedfeatures.csv"
#load data from .csv file
selected_apis <- read.csv(home_dir, header=TRUE)
#define the normalization function
normalize <- function(x) {
num <- X - min(x)
denom <- max(x) - min(x)
return (num/denom)
}coln = ncol(selected_apis)
colnl=coln+1
#J48
fit <- J48(as.factor(Class)~., data=selected_apis.trainl)
# summarize the fit summary(fit)
# make predictions
predictions <- predict(fit, selected_apis.test1)
# summarize accuracy
CrossTable(selected_apis.testlabels, predictions, type="Classification")
#two-class
fit2 <- ksvm(as.factor(Malware)~., data=selected_apis.train2)



# summarize the fit

summary(fit2)

# make predictions

predictions <- predict(fit2, selected_apis.test2)
# summarize accuracy

CrossTable(selected_apis.testlabels.twoway, predictions, type="Classification")

#Naive Bayes

fit <- naiveBayes(as.factor(Class)~.,

data=selected_apis.trainl)

# summarize the fit

summary(fit)

# make predictions

predictions <- predict(fit, selected_apis.test1)

# summarize accuracy CrossTable(selected_apis.testlabels, predictions,
type="Classification")

#two-way fit

<- naiveBayes(as.factor(Malware)~., data=selected_apis.train2)
# summarize the fit summary

(fit)

# make predictions

predictions <- predict(fit, selected_apis.test2)

# summarize accuracy

CrossTable(selected_apis.testlabels, predictions, type="Classification™)

#RandomForest

fit <- randomForest(as.factor(Class)~.,
data=selected_apis.trainl)

# summarize the fit summary

(fit)

# make predictions

predictions <- predict(fit, selected_apis.test1)

# summarize accuracy



CrossTable(selected_apis.testlabels,

predictions, type="CClassification™)

#two-way fit <- randomForest(as.factor(Malware)~.,
data=selected_apis.train2)
# summarize the fit summary
(fit)

# make predictions

predictions <- predict(fit, selected_apis.test2)

# summarize accuracy

CrossTable(selected_apis.testlabels, predictions, type="Classification")

#Regression classification

model_pred <- reg(train = selected_apis.trainl, test = selected_apis.test1,
cl = selected_apis.trainlabels, k=1)

CrossTable(x = selected_apis.testlabels,

y = model_pred, prop.chisq=FALSE)

#two-way

model_twoway<-knn(train = selected_apis.train2,
test = selected_apis.test2,

cl = selected_apis.trainlabels.twoway, k=1)

prob <- attr(model_pred, "prob™)
CrossTable(x = selected_apis.testlabels.twoway,

y = model_twoway, prop.chisqg=FALSE)



CURRICULUM-VITAE

Name : Shivam Kumar Pujari Phone : 8077070648
Number
Mailing  :Vikas Nagar Sec03 Permanent :Vikas Nagar Sec03 Haripur
Address  Haripur Nayak Kusumkhera  Address Nayak Haldwani
Haldwani Pin — 263139
Pin — 263139 District — Nainital
District — Nainital Uttarakhand (India)

Uttarakhand (India)

E-mail :shivampj@gmail.com

Career Objective: To be a Researcher in the field of information technology.

Educational Qualification: (should be written in reverse chronological order)

S. Examination Institution Year Percentage/
No. Passed CGPA
1. M. Tech. G.B.P.U.A&T, Pantnagar 2021 7.598 CGPA
(Information
Technology)
2. |B. Tech. (Computer [Uttrakhand Technical 2017 59.9%
Science University.
Engineering)
3. [Class-12" Uttrakhand State Board 2013 63.8%
4 High school Uttrakhand State Board 2011 73%

Specialization: Major: Information Technology —Minor: NIL

Software Skills: Software Skills, Creative Thinking, Ambitious and focused.

Professional Skills:

e Coding Languages: C, Java.
e Operating System: WINDOWS, UNIX/LINUX.

e Tools: Weka.
Place: Haldwani, Uttarakhand /?m' G 77%_7 ary
Date: February, 2021 (Shivam Kumar

Pujari)



Name :  Shivam Kr Pujari Id. No. : 54104

Semester & year of . 1%, 2018-2019 Degree : Master of Technology
admission

Major . Information Technology Department : Information Technology
Thesis Title . Detection of Ransomware using Machine Learning

Advisor . Dr. H. L. Mandoria, Professor & Head IT

No. of Pages . 40 : Dr. H. L. Mandoria,

Professor & Head IT

ABSTRACT

Today’s world depends on the cyber world, since it is very useful for collecting
information, data and transporting them. Since anyone can use it, for security purpose of data
a technique called encryption is made. Unfortunately, this strong technique of encryption for
security is also useful for hackers to lock any file or system by encryption by infecting

malware. This type of malware which encrypt data is called Ransomware.

In the digital world there are various types of attacks for a different aspect of motive
such as economic benefits, personal issues, religious issues, political benefits, or special
propaganda, etc. Ransomware attacks are for financial benefits and most popular in today's

world.

We purpose a method in which we can classify and detect ransomware and some other
malware also.

/?w,,am / Z/ff/}.’-
doria) (Shivam Kr Pujari)
Advisor Author ‘



™ . R FAR gomy gRegiGHET . 54104

WS UG YA 9§ - UAH 2018—19 SuTfer . TNl § Fae R
fowmT . I e
g favg . g dEifE
oy e : e ARRT T SUENT R NERR $T A A
TS e : 40 HATEBR . ©l0 TH0 Telo HSINAT,
(PR BS 3MSA)
RIS

AT B g AEaR T R R Rl 8, Rifs I8 SMeRl e B, STl
3R I yRTeT I_ & folv 9gd IWARN 2| g Big Al THBT ITAN IR AT ©, STl
T JGRET W B oy v AWe dadle 9 s O 8| gETE |9, gRel & forg
UfpeE @ 98 Aolgd ddbdld ehd @ fog Wl ST 2 6 9 AR @1 GhfAa we
ufped gRT 6l 9l Bigel a1 RRed &l | &) Adhd & | 39 JBR & HoAddR Sl STl
Ufspe BRd 8, I8 SIHIIR HET ordT 2 |

fSfoea gfam § 7be & T T Use| & fou faf= R & 8¥cl 81 8 O™
&5 e o, @fea ge, arfife qe, Toifas @, a1 ey TER, onfe | ¥AdR g9
i o & forg 81 § &R ot @) gfram & |a9 Ay 7 |

BART U Il & Forad 84 AR 3R §B I HAdIR &1 AT ol iR uar
ST Had E |

(fRrm g o)
srfRan) 2l



	00
	12. Seperators_Part1
	1. chapter1 (1)
	12. Seperators_Part2
	2. chapter2
	12. Seperators_Part3
	3. chapter3
	12. Seperators_Part4
	4. chapter4
	CHAPTER 4 RESULTS AND DISCUSSION
	Figure 4.2: Results obtained from Regression on weka tool
	Figure 4.3: Results obtained from J48 on weka tool
	Figure 4.4: Results obtained from Random Forest Classifier


	12. Seperators_Part5
	5. chapter5.2
	12. Seperators_Part6
	6. revised literature
	12. Seperators_Part7
	7. appendices
	8. Vita-pujari
	8.1 abstract
	8.2 pujara



