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Chapter 1 INTRODUCTION

CAPTCHA stands for Completely Automated Turing Test (Ahmn, L. V. et.al.,
2000). It is encountered in one form or the other while using different accounts such as
Gmail account, PayPal account or while commenting on any blog or while using our online
banking account. CAPTCHA is basically a mechanism for identifying computerized bots
over internet i.e. CAPTCHA identifies that the service is used by human or by any other
automated program. Anyone using CAPTCHA embeds the automated program into the
webpage at selective place and prompts the user to write the text generated by the

automated program, thereby differentiating humans from bots.

CAPTCHA helps in many ways such as to stop the autonomous entries in website
or to stop the computerized automated bots from doing unlawful activities on web page or

stop spam attack in our password protected account.

GOOGLE is using its famous reCAPTCHA for blocking the automated spams, that
automatically signup and degrade its services. EBay, Amazon and other e-commerce giants
use CAPTCHA and protect themselves from flooding of un-necessary information over
their website. Facebook and other social networking sites use CAPTCHA for limiting the

fraudulent users. Banking sites uses it for authenticating the users.

CAPTCHA is also called ‘Reverse Turing Tests’ because they are programmed to
identify the remote bots. CAPTCHA basically uses distorted tests i.e. the tests which can
be recognized by the human but not by the computerized bots. As the time has passed new
CAPTCHA techniques like Gimpy Captcha, MSN Captcha, Hotmail Captcha, Google’s

reCAPTCHA etc. have been evolved, which are very effective against automated bots.

1.1 Early Development

From early days of internet, user always wanted to make text reading and
understanding difficult for computer or automated programs. The hackers usually break
into the online journals or blogs and can post or change the sensitive data. So for securing
the online data, they would use the simple technique. They replace the texts with the
similar looking symbols and hence only human user would be able to identify them not the

computerized bot. For example HELLO would be replaced as |-|3|_|_0. Though the
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technique was very much elementary, but was able to fool the web crawlers, content filters

and bots. This technique was eventually evolved as “133tspeak” (elite speak).

Spam bots can process thousands of web pages or web addresses and can send
enormous amount of junk mails to the victims. Hence to stop such attack the web
addresses should not be in bot recognizable state, addresses should only be recognized by
human. Thus necessitating the need of protecting sensitive data online from automated

bots.
1.2 Application

In recent years as the computing has evolved, the dependency of human beings
over internet has also increased. There are many important areas where identification of
bot or human is necessary. CAPTCHA has played an important role in web security,
artificial intelligence, human computer interaction. This mechanism is able to differentiate

between human or automated bot.

Many artificial intelligence problems are hard and unsolvable by the computers.
For example computer is not able to understand the distorted texts, not able to understand
images etc. These facts are utilized by the CAPTCHA. As the Al is evolving, Computers
are becoming smarter and hence we are forced to use the smarter Captcha. These
interesting facts were analysed by ‘Ahn, L.V’. He concluded that it is win-win situation as
either CAPTCHA is able to recognize human or bot, or if it fails means Al has solved one

complex problem. Some of the important applications of CAPTCHA are:

a) Protection from fake account registration.

b) Protection from unnecessary flooding of useless data by automated bot.

c) Protection blogs or journals from fake comments by blocking bots.

d) Protection denial of service attack.

e) Protection from password cracking.

f) Protection from masquerading attacks.

g) Helps in preventing sensitive information of user and unnecessary posting of that

information.

1.3 Turing Test and CAPTCHA Logic
In 1950 Alan Turing performed a test. In this test, user has to identify between

human or machine. The test based on only ‘text’ related experiments and machine and
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human are alike. If the user is not able to identify, which is human or which is machine,

than the machine passes the Turing test.

Later on, a slight modification was done i.e. above roles were switched known as
Reverse Turing test. CAPTCHA’s are the slight modification of reverse Turing test. In
CAPTCHA challenge is administered by machine and performed by human. The challenge
is formulated such that it is not solved by machine but only by human. Hence it is able to

differentiate between user and computerized bot.

Research team at Carnegie Mellon University was the first to give mathematical
definition of CAPTCHA. They define CAPTCHA test V as (o, ) - human executable if at

least a portion of human population has success greater than V.
CAPTCHA Logic is very simple:

a) Basic approach to generate CAPTCHA is, generate some random text, apply
some random effects to it and convert it into image.

b) The machine generated CAPTCHA 1is provided to the user, and the user
answers it.

¢) The server checks, if the user entered answer matches or not. If the value
entered by the user is empty or doesn’t match, goto step 1 and regenerate the
CAPTCHA.

d) If the user’s entered answer is correct, continue with the application.

\LGenerate CAPTCHA

CAPTCHA
Distorted text

[dentifies tay Not identifies text

Figure 1.1: Reverse Turing Test

Introduction..........&



1.4 Advantages and Disadvantages

Table 1.1 Advantages and Disadvantages of CAPTCHA

Advantages

Disadvantages

Helps in differentiating between bots

and human.

Distorted texts are sometime very

much difficult to identify.

Reduces spams and virus.
Helps from unnecessary flooding of

information over internet.

Not suitable for disable persons.

Time consuming

Password protection; reduces risk of

password decryption from brute

force attack, as bots will

identified and blocked.

Not always safe. As Al is improving

day by day, the system may fail.

e Helps in making online polling

system more genuine.

Sometime browser compatibility

issue may arise.

e Makes online shopping system safer.

1.5 Example of CAPTCHA

1.5.1 Text Based CAPTCHA

Text based Captcha uses the letters, numbers and special symbols. The letters, numbers

and special symbols form character set. Distortion is applied to the generated sequence of

the character set. An image of the character set is formed, which is not recognizable by the

bot. But humans are able to understand it properly. Some of the important Text based

Captcha’s are as follows:

Introduction..........&




The Gimpy CAPTCHA

Figure 1.2: The Gimpy CAPTCHA (Greg M. et.al.)

The Gimpy(Ahn, L. V.et.al.) Captcha is one of the basic CAPTCHA. This CAPTCHA is
based on the distortion level of the text. High distortion level makes it difficult for the user
to understand it correctly. So a balance is made in deciding the distortion level. In Gimpy
Captcha, seven different words are selected from the dictionary. The image is then created
containing the distortion of these seven different words. The distorted Captcha image is
then presented to the user and a direction or hint i.e. “type three words appearing in the
image” is given to the user. The distortion level is applied in such a way that human is able

to identify it but not the computerized bot.

Gimpy is very reliable Captcha. Most of the Captcha used in the web, directly or indirectly
depends on it. Gimpy Captcha depends upon the difficulty level of Optical Character
Recognition. Gimpy uses the fact that human 1s able to read the distorted text, but not the
computerized bots. The Gimpy Captcha consists of seven or eight random words selected
from dictionary. The distortion is applied to each of these words and asks the user to
identify three or four words from them. The human user is capable of identifying the words

correctly, whereas a computer program cannot. (Sarika et.al.).

The Ez-Gimpy CAPTCHA

W

Figure 1.3: The Ez-Gimpy CAPTCHA (Greg M. et.al.)

Introduction..........&



The simplified version of Gimpy Captcha was developed by Henry Baird. He termed it Ez-
Gimpy Captcha. It is used by Yahoo in Yahoo messenger in its sign up page. The Captcha
uses a method, in which a single word is randomly chosen from the dictionary and
distortion is applied to the word. The user has to identify the word. The method was not

suitable and the Captcha was broken by the OCR technique (Saini, B.S. et. al.).

The MSN CAPTCHA

Figure 1.4: The MSN CAPTCHA (Saini, B.S. et. al.)

The Microsoft uses different types of Captcha for the services which are provided under
MSN umbrella. These Captcha are termed as MSN Passport Captcha’s. The MSN Captcha
uses eight different letters i.e. upper case and numbers. The foreground colour of the
Captcha is dark blue and the background colour is grey. Wrapping of the character is used
to distort the text and produce the ripple effect. This distorted text is difficult for the
computerized bots to identify. The MSN Captcha was not very much secure against the bot
attack. The text image contains the distorted upper case letter and digits. High distortion
level can also make it difficult for the user to identify. Therefore a balance is maintained in
the distortion level, so that only human can identify the text not the bot. The Captcha was
broken by Optical Character Recognition technique, as segmentation is applied to the

image and hence bot can identify each individual character.
The HOTMAIL CAPTCHA

I . . Viandows Live Hotmail sign up
- Windows Live ¢orm Captcha image

NEF

Figure 1.5: The Hotmail CAPTCHA (Saini, B.S. et. al.)
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The Hotmail Captcha was not very much secure against the computerized bot
attacks. The Hotmail Captcha consists of upper case letter, lower case letter and digits.
Distortion level is applied to the character sets, so that only human can identify it not any
bot. But this Captcha fails, as the Optical Character recognition (OCR) can segment the
character set and this makes it vulnerable against the bot attack. The special thing about
Hotmail CAPTCHA, than the Gimpy CAPTCHA is that it uses the combination of upper

and lower case letters.

The Google’s recCAPTCHA
1 || &
o re CAPTCHA

Privacy & Terms 2]

Figure 1.6: The Google’s reCAPTCHA (Ahn, L. V. et.al.)

Google’s reCAPTCHA system is the advanced method, which uses an advanced
risk analysis engine and adaptive CAPTCHA to stop the automated bots from entering into

the system. It is the free service to protect the website from spam.

reCAPTCHA offers more than just a spam protection. The Google’s reCAPTCHA
is designed in such a way that, the human effort required to solve the CAPTCHA is
utilized in some creative way. As the Al is evolving, CAPTCHA’s are becoming smarter.
Google’s reCAPTCHA is one of them. Every time the CAPTCHA is solved the effort is
utilized in digitalizing the books, annotate the image and building the machine learning
data sets. Google’s reCAPTCHA helps in making knowledge database of streets, which
helps in making Google map more precise and complete. The image provided to the user is
the one which is not easily understandable by the machine. Once the user enters the image
text, it stores it in the knowledge database of the Google Maps. In the similar way,
Google’s reCAPTCHA helps in utilizing the human effort in digitalizing the books. The

user is provided with the two texts, one is recognizable used to identify the user and the
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next text is entered for machine learning. The words selected in the Google’s reCAPTCHA

are not read by the OCR. Thus step by step Google reCAPTCHA helps in book

digitalization process. It can also be used for solving the hard AI problems, as Google’s

reCAPTCHA helps in building dataset for the Al problems. Some of its important features

are as follows:

a)

b)

d)

Google’s recCAPTCHA works on the idea that the human effort required to
solve the Captcha should be utilized in effective way.

Google’s reCAPTCHA helps in making knowledge database of streets,
which helps in making Google map more precise and accurate. The image
provided to the user is the one which is not easily understandable by the
machine. Once the user enters the image text, it stores it in the knowledge
database of the Google Maps.

Google’s reCAPTCHA helps in utilizing the human effort in digitalizing the
books. The user is provided with the two texts, one is recognizable used to
identify the user and the next text is entered for machine learning. The
words selected in the Google’s reCAPTCHA are not read by the OCR. Thus
step by step Google reCAPTCHA helps in book digitalization process.

It can also be used for solving the hard AI problems, as Google’s

reCAPTCHA helps in building dataset for the Al problems.

For visually impaired persons, Google’s reCAPTCHA also provide an audio

CAPTCHA support. These audio Captcha are easy for the human to identify, while

automated bots finds these audio Captcha’s very much difficult. Hence bots are stopped.

The audio Captcha are designed in such a way that these are very much hard for the bots to

solve.

The Baffle Text CAPTCHA

inans

Figure 1.7: The Baffle Text CAPTCHA (Ahn, L. V. et.al.)

Introduction..........&



The Baffle Text Captcha was designed by Henry Baird at University of California
at Berkeley. This Captcha is the slight variation of the Gimpy Captcha. As the Gimpy
Captcha uses the dictionary words, it uses any random letters to produce the pronounceable
text. The text may have not meaning, it is just the collection of the letters. Then the
distortion is applied to the text and passes to the user to guess it. This technique overcomes
with the drawback of Gimpy Captcha and Ez-Gimpy Captcha. As the Gimpy and Ez-
Gimpy Captcha use the words of the dictionary, it is a possibility that the clever bots can
apply the brute force technique and identify the word and break the Captcha system.
Therefore the designed Baffle Captcha uses random letters to form the word and then apply

distortion to it.
1.5.2 Graphical CAPTCHA

Graphical CAPTCHA uses different images to identify the bots. This type of
Captcha does not use text. It uses image or a combination of different images and a
question associated with the image. The questions may be, identify the tree in the figure or

identify the ice-cream, select the circles in the image etc.
The Bongo CAPTCHA

The Bongo Captcha program is unique type Captcha program that ask the user to
solve the visual patter-recognition problem. The Bongo Captcha displays the series of two
blocks of different patterns. The left series and the right series are differ in certain
patterns. The user has to identify the unique pattern or find the characteristics that the two

sets are apart.

S L

o
@

Figure 1.8: The Bongo CAPTCHA
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The possible two series are given in figure 1.8. After seeing the two series blocks,
the user is given with the different blocks and a question is asked that the given pattern
belongs to the left series or the right series. The user passes the test if he answers it

correctly and determines the patterns series.

The PIX CAPTCHA

[ Click the flower

(Step 1 of 3) )

Figure 1.9: The PIX CAPTCHA

The Pix Captcha program contains a large database of labeled images. All these
images are pictures of the concrete objects i.e. cats, flowers, clock, car, water etc. The Pix
Captcha program picks the name of the object randomly and based on the objects name,
random images of the object are selected from the database. A collage of the image is
formed and presented to the user. Based on this image a question is asked with the user.
The questions may be identify the flower from the image or click the car or click the water

etc. If the user answers, he passes the Captcha test.

However Pix is not a Captcha program. It is very easy to write the code for this
type of program. All the code is freely available in the internet. Apply the brute force
technique to search the image in the database and the label associated to the image. This
problem of the PIX can be resolved. Apply distortion to the images in the database and

makes it difficult for the automated program to find the distorted image from the database.
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1.6 Drawback of different types of CAPTCHA

Table 1.2 Different types of Captcha and their drawbacks

SL.No. | Different types Drawbacks
of CAPTCHA
1. Text Based 1. User has problem in identifying the text image.
Captcha 2. Multiple fonts and high distortion level, makes it
difficult for identification of the character set.

3. It can be easily identified by the OCR technique,
because segmentation of the image text is easily
possible.

2. Image Based 1. Users with vision problem are not able to identify
Captcha the Captcha.

2. Sometimes the large images are not downloaded.

3. Audio Captcha 1. Captcha is based on English vocabulary. Hence user
should have firm command over it.

2. Characters or words having similar sound can cause
problem.

4. Video Based A large video file of the Captcha may cause difficulty for
Captcha the user while downloading it.
S. Puzzle Based A large amount of time is required to solve the Puzzle.

Captcha

1.7 Breaking different types of CAPTCHA

As Machine Learning is evolving, the need for defining better CAPTCHA is also

increasing. CAPTCHA’s are being widely used by websites to stop the spam or bot attack.

CAPTCHA are constantly under attack since 2000. Since then every effort is made to

define the better Captcha. Breaking of Captcha is always a win-win situation. If a Captcha

breaks, it means that hard Al problem is solved. Captcha’s are always defined over Al

problems, it means the defined CAPTCHA is a type of hard Al problem which cannot be

solved by computer programs.
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1.7.1 Breaking CAPTCHA of PayPal.com

The PayPal Captcha suffers from many weaknesses i.e. fixed font size, fixed font
length, no distortion etc. Hence the Captcha is easy to segment. The algorithm developed
to break the PayPal Captcha comprises of three steps. The image is pre-processed using
simple cleaning techniques to remove the noise level from the image. The processed image
is then segmented using vertical projection and split positions. Then four classification
methods are implemented namely pixel counting, vertical projection, horizontal projection
and template co-relation. The system was trained with the sample of 20 PayPal Captcha’s
to create thirty six training templates (one for each character: a-z, 0-9). The sample of 100
PayPal Captcha’s were used for testing and about 88% success rate was achieved.

(Kluever, K. A.). The steps are shown in the figure 1.10.

Pre-Processing

CHX62 / Iﬂiﬂﬂ

l l

CeX62 Segmentation

Segmentation

AHENHY — W I HM—— Classification

Figure 1.10: Breaking a PayPal CAPTCHA Process (Kluever, K. A.)
1.7.2 Breaking Gimpy CAPTCHA

The Gimpy Captcha is the basic Captcha from which all the Captcha’s have been
evolved. The Gimpy Captcha consists of seven or eight random words selected from
dictionary. The distortion is applied to the word and asks the user to identify them. The
breaking of Gimpy Captcha is four step processes. Firstly remove the distortion from the
image by using simple cleaning mechanism. Then remove the background shade. Finally

apply segmentation to the image and identify each word correctly.
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(a) Original Gimpy-r Challenge (b) Background removal
mn1:1
(c) Distortion estimation (d) After distortion removal

Figure 1.11: Steps in breaking the Gimpy challenges
1.8 Prevention against the Bot attack
1.8.1 Kerning

Kerning involves adjusting the amount of or removing the Space between

characters. This increases the difficulty of isolating individual characters using OCR.
I@ .

Figure 1.12: Kerning (Craig, M. S. et.al.)

5Str

Figure 1.13: Stretching (Craig, M. S. et.al.)

1.8.2 Stretching

In this method, random level of stretch or compression is applied to the object to

increase the difficulty of OCR recognition.
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1.8.3 Varying the font, size and style

Many types of OCR systems are tuned for the specific type of document that will

be scanned and thus will have difficulty identifying text of varying fonts, styles and sizes.

v.Eed | @y

Figure 1.14: Varying Font (Craig, M. S. et.al.)
1.8.4 Spatial Transformations

These types of transformations include Rotation of the object to the left or right or

up or down and randomizing its location within an image.
| [ 1 S

Figure 1.15: Spatial Transformation (Craig M. S. et.al.)
1.8.5 Lossy Image Compression

Lossy process makes it difficult for the automated bot to identify the text and hence

secures against the bot attack.

L OSSY

Figure 1.16: Lossy Image Compression (Craig M. Schow et.al.)
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1.9 Motivation

Today almost every website uses Captcha for the bot identification purpose.
Captcha’s are used before sign in or sign up, so that only genuine user enters into the
system, not any bot. CAPTCHA is used to stop the spam attack in the website. Captcha’s
have evolved a long way. As the Al is evolving, Captcha’s are becoming smarter and more
secure against the bot attack. Now Captcha’s are used for multi-tasking feature also. For
example, Google’s reCAPTCHA not only identifies the bot but also help in the machine

learning process.

The proposed system comprises of two CAPTCHAs. One is Automated
CAPTCHA, which is used for the detection of online bots and second is Human Intervened
CAPTCHA which is used to differentiate between genuine and invalid users. A genuine

user is the one who is authorized to use the system.

The Automated CAPTCHA is based on randomly generated character sets. The
length of the character set is also random generated. The user has to answer the question
based on generated character set. The type of question is also randomly selected from the
pool of questions. Too much randomness makes it safe against the bot attack, because bots

are not able to identify the character set, its length or the type of question.

As Google’s teCAPTCHA performs the multiple tasks i.e. identify the bot and
helps in machine learning. In the same way, the thesis proposes a system of Human
Intervened CAPTCHA. In this system multiple questions are generated by the admin and
passed to the user. The answer of the question is not fixed; it changes according to the
location, time and situation of the admin. The idea behind the Human Intervention Captcha
system is that the human effort required to solve the Captcha is utilized in some creative
way. The proposed HI-CAPTCHA not only differentiates between bot and user/human but
also differentiate between genuine user and invalid user. Besides these, the proposed HI-
CAPTCHA system can be used for e-polling, maintaining records, getting details of the

user etc.
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Chapter 2 REVIEW OF LITERATURE

2.1 Literature Review
Literature review helps in understanding the research problem. It is consistent way
of qualitative and quantitative study of the problem domain. Many IEEE documents and

books of CAPTCHA have been referred for the problem domain.

Mark et. al. (1998) Martin Abadi, Krishna Bharat and Andrei Z. Border invented
the CAPTCHA method. He developed a mechanism for the ALTA VISTA search engine,
which identifies the bot and prevents from adding URL’s to the search engine by the bot.
They use a distorted English text which is presented to the user. If the user identifies the
text, he is human otherwise bot. This system is even used today in web. Though the term

CAPTCHA was not given by them, but the same mechanism is followed in CAPTCHA.

Ahn et. al. (2000) coined the term CAPTCHA. They explain the working and
mechanism of CAPTCHA. The CAPTCHA security was explained along with its running

demonstration.

Mori and Malik (2000) proposed the Gimpy and EZ-Gimpy technique for object
recognition. This method is still famous and commonly used by Yahoo. They developed an
efficient method of shape matching, which helps in identifying the word from the Gimpy

and Ez-Gimpy image with a success rate of 92%.

Ahn et. al. (2003) claimed in their work that, they have invented the CAPTCHA.
They proved that CAPTCHA is basically a hard AI problem and breaking of CAPTCHA
always leads to the win-win situation i.e. either the CAPTCHA remains unsolved and helps

in differentiating between bots and human or one of the hard Al problem get solved.

Ahn et. al. (2008) proposed that the human effort which is required to solve the
CAPTCHA can be used for useful purposes. For example, it can be used to decipher the
hard words which are not understand by the machine or by OCR and thus help in digitizing
the books and which further helps in machine learning process. They demonstrated that

their method can transcribe the text with 99% accuracy.
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Kluever (2008) mentioned the breaking of PayPal system. In his work, he
mentioned a process in which firstly an image is pre-processed and the noise is removed.
Simple cleaning techniques are used for image pre-processing. This method basically deals
with the removal of distortion level of the image. In this method the image is then
segmented. Different classification methods are used such as pixel counting, vertical
projection, horizontal projection and template co-relation.

The system was initially trained with the sample of 20 paypal.com Human
Interaction Proof (HIP’s) to create thirty six training templates (one for each character: a-z,
0-9). A sample of 100 paypal.com HIP’s were then used for testing and about 88% success

rate was achieved.

Yan and Ahmad (2008) analysed the security of the CAPTCHA designed by
Microsoft. These CAPTCHA are used at Hotmail, MSN and Windows live. The
CAPTCHA schemas were designed such that they become segmentation resistant.
However one simple attack achieved the segmentation problem higher than 80%. It took
80ms to completely segment the problem with 1.86 GHz Intel Core 2 CPU and 2 GB
RAM. As a result it was estimated that MS CAPTCHA scheme could be broken with the
overall success rate of more than 60%. On the contrary, its design was so much robust that
automatic scripts should not be more successful than 1 in 10000 attempts (success rate of
0.01%). For the first time it was concluded, that the CAPTCHA that is segmented resistant
could be vulnerable to the simple attacks. The result showed that it is not a trivial task to

design a CAPTCHA scheme that is both robust and vulnerable to the segmentation.

Gupta (2009) firstly proposed the use of numbers in the text based CAPTCHA. He
mentioned a method, in which he embed the numbers in the text based CAPTCHA. It is
also called sequenced tagged CAPTCHA. This type of CAPTCHA basically uses two-level
of testing. Firstly it matches the character and second it identifies the logical order of the
character based on the position of embedded number. As the order has to be identified, it

provided additional security.

Burzstein et. al. (2009) studied the popular visual CAPTCHA’s that can be
augmented with the anti-segmentation technique. He applied the systematic evaluation

methodology to 15 CAPTCHA’s from popular websites and found that 13 are vulnerable
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to the automated attacks. He presented series of recommendations for the CAPTCHA

designers so that future threats of automated bot attacks can be reduced.

Gossweller et al. (2009) proposed a new mechanism for CAPTCHA, which stated
that all the complex content of the image should be analysed. The complex content of the
image is difficult for the computer-bot to identify but very much easy for the human eye to
understand. This method is very much unique because it does not require any text i.e. no
text entry for human verification. This method is language independent. The algorithm
designed for this mechanism uses image i.e. the image from the repository, usually from
the search result. The image selected can be automatically set to the upright orientation.
The image is automatically set to the human recognizable upright orientation. Hence, only

human will be able to identify, not any computer bot.

Raj et al. (2010) presented a paper in which he stated that CAPTCHA based on
OCR technique are not safe as they can easily be segmented and thus can be identified by
the computer automated bot. While the CAPTCHA based on non-OCR technique are safe,
as they utilize the human skill of seeing the image and identifying it. They explain a new
concept known as SPC. SPC stands for Sequencing in Picture CAPTCHA. This method is
more secure as it provides two level of security. First level is identifying/recognition of
object in the images and second level is identifying their logical sequence. SPC generation

can be classified into two types- inherent sequencing and non-inherent sequencing.

Edwin et. al. (2011) explained in his work that DoS (Denial of Service) attacks are
very common. DoS attacks are very harmful as they can occupy resources and produce
delay in the network and thus genuine user is not able to do his work because of lack of
resources. DoS attacks are also considered as automated network attack. Hence he
proposed that, to prevent such type of attack a shield to protect CAPTCHA must be
implemented. Text based CAPTCHA i.e. OCR based CAPTCHA are more vulnerable to
the attack as there are too many algorithms which can segment the text and CAPTCHA can
be broken. If the texts are made too much distorted, there is a possibility that it cannot be
broken by the machine, but one disadvantage is that the text cannot be identified by the
human also. To overcome this problem a new type of CAPTCHA is introduced i.e. picture

based CAPTCHA / graphics based CAPTCHA / image based CAPTCHA. Image based
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CAPTCHA'’s are very much secure from the automated attack, as no malicious
program can perform segmentation. No segmentation of image means no identifying of
image by computer bot, only human can identify it. The security analysis of image based

CAPTCHA has also shown that it is far better than the OCR based CAPTCHA.

Ahmad et. al. (2011) reported an automated attack on two widely used CAPTCHA
i.e. the CAPTCHA used by GOOGLE and the reCAPTCHA method which was adopted by
the GOOGLE. These CAPTCHA were based on anti-segmentation technique i.e.
“crowding of characters together” for maximum security. The technique can be applied to
the whole text based CAPTCHA family. Ahmad et. al. (2011) proposed a new guideline
for CAPTCHA design and develops a new framework for more secure CAPTCHA
development. Google’s reCAPTCHA method uses two distorted texts, one is easily
identified by the user and other one is bit tough to identify as these are generally crowding

of characters with no meaning and hence bit tough to identify.

Wei-Bin (2012) proposed his work on text based CAPTCHA. He explained that a
CAPTCHA is designed in such a way that, it’s very hard for the automated computer bot to
identify the text. The CAPTCHA is designed such that it contains uppercase letter, lower
case letter, special symbol etc. High degree of distortion should be used. The CAPTCHA
should not be segmented in any way. With each image a tip is given to the user so that he
could identify the text based on that tip. If distortion level is very much high, it is difficult
for the computer bot as well as for the human being, to identify the text. So to help the
human/user a hint / tip is provided with the distorted image, so that user is able to identify
the distorted text. The success rate of human being must be increased for the successful

implementation of the CAPTCHA.

Cui et. al. (2012) proposed biological motion vision model. It is new type of
CAPTCHA model, which is based on moving object identification. After recognizing the
moving object, user is able to access the machine or the server. These are the animated
CAPTCHA'’s, which not only check attack against static OCR technology, but also against
the moving object. In his research paper, he explained three types of programs i.e. visual
recognition program, visual recognition program based on OCR problem, visual
recognition program based on non-OCR problem. This type of CAPTCHA is widely

accepted. Whenever user make request to the server, server responded to the user with the
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picture containing string of random characters and numbers. The user has to identify the

sequence of characters to access the server resources.

Saini et. al. (2013) deeply examined the working of different types of CAPTCHA.
He classified the different types of CAPTCHA and different working conditions of the
CAPTCHA’s. In their work they gave the guidelines for generating the CAPTCHA and
also explained the different application areas of the CAPTCHA. According to them, there
are three methods to implement the CAPTCHA i.e. visual method, OCR (Optical
Character Recognition) method and non-OCR visual method. And his three basic

guidelines for the CAPTCHA were-

a) CAPTCHA should be easy for the human users to identify.
b) CAPTCHA should be easy/ flexible enough to generate (for the machine).

¢) It should be hard for the automated computer bot to detect.

Chen (2013) proposed the use of image based CAPTCHA, to differentiate between
human and automated computer bots. His method was very much innovative as he
proposed the use of characters in the image. He proposed to make characters invisible in
the image for the bots. For this, he uses automated image analysis method, which uses
scale invariant techniques. It makes easier for the human being to find the location of the
embedded characters. This method was capable of reducing the attacks. To test the method
15 users were invited, and the success rate of the method was 86%. If the users who
clicked outside the box excluded, success rate becomes 95%. While comparing the logging
time with the Google’s reCAPTCHA and hello CAPTCHA, this method was faster by 32
seconds and 115 seconds respectively. In this method, random number generation module
is used to select the random image and characters. Then colour, size, style and angle
verifications are applied to the characters. And finally characters are embedded to the

image and final image is generated to test the bot or user.

Chen (2014) explained that safety of the CAPTCHA image depends on its
complexity i.e. the complexity of the imaging structure of the image. Therefore he
proposed that different recognition method should be applied to the different CAPTCHAs.

In the test author worked on detecting numbers between noisy lines and points in
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CAPTCHA images. The proposed recognition method achieved an average of 81.05% over
2000 cases.

Ali (2014) presented a paper based on image CAPTCHA. The CAPTCHA was
developed using HTML, CSS, and Javascript. The evolutionary prototyping model was
used to generate the CAPTCHA. The puzzle based CAPTCHA was generated by the
model. The puzzle is solved by the human and hence provides the confirmation to the

server and therefore able to distinguish between human and computer bot.
2.2 Summary

Based on the detailed study of the literature, a combination of Automated
CAPTCHA and Human Intervention CAPTCHA (HI-CAPTCHA) system is proposed in
this research work. The proposed method will not only helps in bot identification, but also
solve the real time problems such as in e-polling system, authenticating genuine user in the

examination system, attendance system etc. .

The proposed system has Automated CAPTCHA, to filter online bots. The
Automated CAPTCHA is based on randomly generated character sets. The length of
character set is also random. The user has to answer the questions based on that character
set. Questions are generated randomly from the pool of questions. The random generation
of question and character set makes it difficult for the bot to identify the text. And hence

the system remains secure against the bot attack.

The idea behind the HI-CAPTCHA system is that all the human effort required to
solve the Captcha is utilized in some creative way. Besides detecting the bot, the proposed
system can be used for e-polling, maintaining records, getting details of the user etc. HI-
CAPTCHA system is similar to the Google’s reCAPTCHA. As Google’s reCAPTCHA
performs multiple tasks i.e. identify the bot and solve Al problems. In the same way, the
proposed HI-CAPTCHA system is designed i.e. to utilize the human effort. The proposed
HI-CAPTCHA will not only differentiate between a bot and human but will also
differentiate genuine and invalid users/humans. A genuine user is the one who is
authorized and entitled to use the system. For example, in a mobile based classroom exam,
a user with the mobile device sitting inside the class is a genuine user whereas the one who

is answering from outside the class is an invalid user.
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CAPTCHA is the unique server side program, which is used to identify the genuine
user and it distinguish between computerized automated bots and humans. Thus
CAPTCHA security mechanism helps in resource management of the server and makes
sure that a resource is occupied by the human user not by computerized bots. In
CAPTCHA, a distorted text or image or text embedded in the image is sent to the user
screen. The CAPTCHA is formulated such that only human being is able to answer the

question and bot is not able to identify the image.
3.1 Problem Formulation

Initially CAPTCHA’s were used only for bot identification. But as the Al is
evolving CAPTCHA’s are becoming smarter and perform multiple tasks. The human effort
used to solve the CAPTCHA is used in many creative ways. The machine learning is one
of the very important tasks in Al. Often machine learning requires the human effort for
learning purpose. For example the Google’s famous reCAPTCHA mechanism which uses
the human efforts used to solve the CAPTCHA in many ways. For example Google Street
mapping helps in learning of different unidentified streets to the machine, Google’s book
digitalizing program i.e. OCR method is used for the process and all the unidentified words

are learned through CAPTCHA mechanism.

CAPTCHA uses a single parameter for the bot identification purpose i.e. distortion
level in the text or image. Excessive distortion level is applied to prevent the bot attack, but
this can cause difficulty for the human to recognize it. Therefore a balance is kept in
distortion level. If less distortion is applied to the image, it can be segmented and easily
recognized by the OCR. Therefore beside distortion, many other parameters are used in
CAPTCHA. Some of the other parameters are stretching of the text, inverting or left or
right orientation of the text, kerning (increasing and removing space between texts),

varying fonts, size and style of text etc.

Earlier CAPTCHA'’s used only for bot identification, but nowadays the human
effort, required to solve the CAPTCHA is utilized in creative way i.e. for machine learning

process, book digitalization process, making datasets for machine learning etc.

Materials and Methods..........~



Therefore, the research aim was to utilize the human effort, required for solving
CAPTCHA without compromising its security. For this, the detailed analysis of the
CAPTCHA mechanism was done and combination of Automated CAPTCHA and Human
Intervened CAPTCHA system is proposed. Automated CAPTCHA is used for the
identification of online bots. And Human Intervened CAPTCHA is used for authenticating
the genuine users. For example a genuine user is the one, who is authorized to use the

system.
3.2 Research Methodology

Research Methodology aims to provide the systematic approach in research. It not
only helps in problem formulation but also helps in generating step by step solution of the
problem. It is used for resolving problems in systematic way and implementation of the
research in better way. The research activities that are followed consisted of the phases

depicted in the figure 3.1.

Figure 3.1: Research Methodology

3.3 Tools Used

Following are the main tools which were used for the development of the proposed

Human Intervened CAPTCHA system:

a) Spring Tool Suite (STS) for simulation of the web services.

b) Android Studio 2.0 for the application development.

¢) MySQL for the database purpose.

d) Virtual Router for local connection.

e) Java and Android to develop the logic.

f) PHP for web based application.
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3.4 Installation and Configuration Steps
3.4.1 Android Application
a) Installation of Android Studio 2.0
b) Installation of STS for web services
¢) Installation of MySQL Workbench, if database is used in the application
d) Configuring STS for providing local connection.
e) Configuring virtual router connections

3.4.2 Web based application

a) Web Server i.e. XAMPP, WAMP, Apache etc.
b) PHP and JAVA language to develop code.
¢) Adobe Dreamweaver for editing the code.
d) MySQL for the Database.
3.4.3 Installation and Configuration Steps for Windows Web Service
a) The first step to see if Wamp Server is successfully installed is to open
any Web browser. Mozilla Firefox or any Web browser can be chosen.
b) Wamp Server program must be also started at this step.
¢) The address http://localhost/ is to be entered into the Web browser.
d) To test if PHP was installed properly enter the address
e) http://localhost/php_info.php into the Web browser
3.4.4 Pivotal tc Server

Spring Tool Suite is the developer edition of the Pivotal tc server. The Pivotal tc
server is the replacement of apache server, as it can run customized spring applications.
With its spring insight console, tc server developer edition provides a graphical real time

view of application performance metrics and identify and diagnose problems from desktop.
3.4.5 Spring Tool Suite (STS)

The Spring Tool Suite is an eclipse based development environment. STS is
customized for developing spring applications. It provides a ready to use frame work for
development, debug, run and deploy spring applications. STS also provide integrations for
Pivotal Tc Server, Git, Maven, and Aspect] and comes with latest Eclipse release. The
spring framework is an application framework that can be used by any java application. It

also provides an extension for building web applications.
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The Spring Tool Suite supports applications targeting to local, virtual and cloud

based servers. It is fully open source and freely available for application development.
3.4.6 Android

Android is the software stack for mobile devices. It is open source and developed
by Google. It is based on Linux Kernel. Android is basically designed for touch screen
devices such as mobiles and tablets. Android’s user interface corresponds to the touch
gestures such as tapping of the touch screen, pinching of the screen, swiping of the screen
etc. Initially Android was developed by Android, Inc, which later was bought by Google in
2005. Android is very user friendly platform, based on java programming language for the

development of the android applications.
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Figure 3.2: Android Studio IDE

Android Studio is the framework or the integrated development environment for
the development of Android applications. Android Studio is freely available under the
Apache License 2.0. Android Studio is designed specifically for the android application
development. It is freely available for Windows, Mac OS X and Linux. It replaced Eclipse
Android Development Tools, Google’s ADT which was used for the development of
android applications. Figure 3.2 shows the Android Studio IDE.
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Following table contains all directories and files that Android project must contain:

Table 3.1: Directories/ Files of Android Project

S1.No.

Dir/Files

Description

Src

This contains the .java source file of the project. It
includes MainActivity.java source file having an
activity class that runs when an app is launched using
app icon

gen

This directory contains the .R file. It is the compiler
generated file that references all the resources found in
the project. One should not modify this file.

bin

This folder contains the Android package file .apk built
by the ADT during the build process.

res/drawable-hdpi

This directory is for drawable objects that are designed
for high density screens.

res/layout

This is a directory for files that define app's user
interface

res/values

This is a directory for other various XML files that
contain a collection of resources, such as strings and
colours definitions.

AndroidManifest.xml

This is the manifest file which describes the
fundamental characteristics of the app and defines each
of its components.

3.4.7 PHP

PHP stands for Hypertext Pre-processor. It is server side scripting language that

was designed to develop the web pages i.e. dynamic web pages. Though developed for

website designing, it is also used for general purpose programming language. PHP is used

for developing dynamic websites or interactive websites. PHP was created in 1994 by

Rasmus Lerdorf, to keep the record of who was seeing his online resume. PHP was

initially called as Personal Home Page Tools. In mid of 1997, PHP engine was redesigned

by Andi Gutmans and Zeev Suraski. They programmed some of the most popular modules

of PHP. At that time PHP was popular and was powering many dynamic websites. The

website of PHP was php.net. It was run by computer science community.
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The following features make PHP a powerful and extensible framework.

a) Less coding

b) Time saving

¢) Multiple Language Support

d) Cross Language Inheritance

e) Windows Compatibility
3.4.8 Wamp Server

Wamp Server is a server that can run on any machine. WAMP stands for Windows,
Apache, MySQL, and PHP. It is very much suitable for windows platform. It can run on
any windows operating system. WAMP 2.1 includes Apache 2.2.17, PHP 5.3.5. Wamp
Server is a Windows web development environment. It allows creating web applications
with Apache2, PHP and a MySQL database. Wamp Server is a free to use open source
project that installs and configures Apache, MySQL, and PHP on a Windows computer.
With Wamp Server there is no need to install the individual software components

separately.
3.4.9 Apache, PHP and MySQL
a) Apache is a free open source Web server. Apache has been the most popular web
server on the Internet since April 1996.

b) PHP is a free open source scripting language designed for producing dynamic,
database-driven web pages. PHP is a recursive acronym for "PHP: Hypertext Pre-
processor".

¢) MySQL is a free open source relational database management system (RDBMS).

3.5 System Requirements

Human Intervened CAPTCHA system can be developed for both i.e. for Android
application and for web based application. For the development and implementation of the
Android based human intervened CAPTCHA system, the basic system requirements are as

follows:

a) Processor : Intel(R)Core™ i3 , 2.00 GHz, 5™ gen

b) Installed memory (RAM) : 4 GB

¢) System Type : 64-bit operating system, x64- based processor
d) Harddisk: 1 TB
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3.6 Proposed Work Description

CAPTCHA is one of the simple mechanisms which helps in bot identification.
Today CAPTCHA’s are very much secure. All the efforts have been made to make
CAPTCHA secure. Many websites use CAPTCHA for identifying the genuine user.
Several users interact with these websites and try to solve the CAPTCHA logic. Thus a lot
of human effort is involved to solve the CAPTCHA. This human effort may be utilized to
solve the CAPTCHA in an effective way. For example Google’s reCAPTCHA is used to
identify bot and simultaneously it is also used for machine learning i.e. learning of
Google’s Street Map, learning of characters of the book etc. An Automated CAPTCHA
system is implemented and a new modified CAPTCHA 1i.e. human intervened CAPTCHA
(HI-CAPTCHA) system proposed in this work.

The Automated CAPTCHA is used for the detection of online bots. It uses
randomly generated character set and random questions based on the character set to
identify the bot. Questions are selected randomly from the pool of questions. Too much

randomness makes it safe against the bot attack.

The proposed HI-CAPTCHA not only differentiates between a bot and human but
also differentiate genuine and invalid users’humans. A genuine user is the one who is
authorized and entitled to use the system. For example in a mobile based classroom exam,
a user with the mobile device sitting inside the class is a genuine user whereas the one who
is answering from outside the class is an invalid user. Hence, the users answer to the
proposed HI- CAPTCHA determines whether he is genuine or invalid. Thus user’s effort

to answer HI-CAPTCHA is utilized in an effective manner.

In the proposed HI-CAPTCHA system questions are generated by the admin. The
generated questions are send to the users/clients. The answer of the question is varied as
per the admins requirement. For example in question, What is the colour of the Admin
shirt? The answer of the question is not fixed as the admin can wear any colour shirt in any
day. The answer depends on the admin shirt. Similarly in the question, Is admin moving or
standing? The answer changes according to admin’s direction of movement. The system
works with local server, where the numbers of users connected to the local server are fixed.
The HI-CAPTCHA questions not only detect the bots but also help in authenticating the
genuine user in selective mobile based system. For example, e-polling results, attendance

based systems, online exam etc.

Materials and Methods..........~



3.6.1 Block diagram of Proposed System
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Figure 3.3: Block diagram of Human Intervened System
3.6.2 Features of Proposed System

The proposed system is very much efficient in bot detection. It maintains the
security level of CAPTCHA system. The proposed CAPTCHA system is designed in such
a way that, it can perform multiple tasks. This CAPTCHA is very much similar to the
Google’s teCAPTCHA in form of its working. As Google’s reCAPTCHA helps in
machine learning, this CAPTCHA helps in generating the result of the common question.

Thus this CAPTCHA is called the Human-Intervened CAPTCHA system.

a) All the questions are generated by the Human and the answer of these questions are
not fixed. The answer depends upon the present situation, present time and present
location of the admin. The answer of the questions is variable. Therefore, no
automated computerized bot is able to predict it and answer it. Thus the system
remains secure against the bot attack.

b) As the CAPTCHA is human-intervened, the questions generated by the human

can be customized in such a way that, it can be used to answer the multiple
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queries, such as how many students are present in the classroom? E-voting in a
room or hall etc.

¢) Ability to control the questions and answers, gives very much flexibility against the
bot.

d) Ability to select the random questions by the admin makes it hard for the bots to
answer the question and hence bot attack can be neutralized.

3.6.3 Parameters and Their Usage
a) Human Intervened CAPTCHA

The proposed system is the Human intervened CAPTCHA system. In this system
questions are generated by the admin and answer of the question is not fixed. Based on
situation, time and location, the answer of the question changes. Hence bots are not
able to detect the answer and the system remains secure against bot attack. The
proposed system is designed in such a way that the human effort required to solve the
CAPTCHA is utilized in creative way i.e. answering some of the backend questions,
getting details of the users. The proposed system is very much effective in local server

environment.
b) Questions

Human intervened CAPTCHA system has customized questions. The
questions are generated by the admin. The questions are designed in such a way
that, the answer always varies. The answer always depends on current time,
situation and location. The variable questions provide additional security against

bot attack. Some of such questions are as follows-

e What is the colour of the shirt admin wearing?
e Is admin moving or standing?
e  Which direction admin is standing?

¢) Answer of the Questions

The proposed system has fixed questions. All the questions of the system
are generated by the admin. The admin generates the question in such a way that,
its answer is not same. Its answer depends on current time, position and situation.
For identifying bots in small areas and for performing multiple tasks, this system

can be used. The answers of the question such as:
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e Is admin moving or standing?
Probable answer is either moving or standing.
The answer of the question varies according to the movement of the admin.
e What is the colour of the shirt admin wearing?
Probable answer is red, green, blue, black etc. The answer of the question
depends on the colour of the shirt admin wearing.
e  Which direction admin is standing?
Probable answer is east or west or south or north. The answer of the question

varies according to the location, time and situation of the admin.

d) Time to solve the CAPTCHA

e)

Human intervened CAPTCHA system requires some time to solve by the
clients/users. As the answer of the questions is not fixed, the clients/users answer
depends on admin. The proposed system gives additional power to the admin i.e.
the power of deciding the time required to solve the question by the user. With each
question that is send to the user, the admin also sends the time within which the
answer must be submitted. This amount of time also restricts the user from
attempting all the answers. Hence, this feature restricts the unauthorized access to
the system. The time given by the admin to solve question depends upon the

complexity level of the question. The time can be as-

e 2 min
e 4 min
e 6min

e & min etc.

Record Maintenance

The proposed system is multi-tasking in nature. Its working is similar to the
Google’s reCAPTCHA. Google’s reCAPTCHA not only helps in bot detection, but
also helps in machine learning. For example, (1) In Google’s program of learning
books, reCAPTCHA helps in recognizing new unidentified words. (2) In Google’s
street mapping reCAPTCHA helps in learning of new street. In the same way, in
the proposed system the human efforts required to solve the CAPTCHA is utilized
in creative way to answer the multiple backend questions like knowing the details

of the users, e-polling results, counting of the users etc. In this system, as the user
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g)

submits the answer, all its details are saved to the database. Thus we can answer the
questions, besides detecting the bots. Some of the backend tasks that can be

performed by the proposed system are as follows:

e How many users are present / connected to the server?
e Details of the connected users i.e. ID, Name, and Course etc.
e E-voting in a room or in small area.

e Bot detection

Automated CAPTCHA

The proposed system is designed in such a way that besides sending the
human intervened CAPTCHA, it can also send the automated CAPTCHA. The sole
aim of automated CAPTCHA is to identify the automated bots only. The automated
CAPTCHA consists of combination of characters, numbers and special symbols.
The characters can be in upper case or in lower case. The user has to answer
different types of the questions based on the character set. The questions are
designed in such a way that only genuine user is able to answer the question and
hence automated bot attack can be stopped. The distortion level may be applied to
the character set, to provide additional security to the system. But random
generation of the questions makes it very much difficult for the automated bots to

answer the question.
Automated CAPTCHA Questions

The primary aim of automated CAPTCHA is to detect automated bots and
stop them from entering into the system. The automated CAPTCHA consist of
character sets i.e. the combination of upper case and lower case characters,
numbers and special symbols. This character set is send to the user and a question
based on that character set is send. The questions are designed such that it is very
hard for the bots to answer. Hence bot attack can be stopped. The questions are
picked randomly from the pool of questions. Some of the automated CAPTCHA

questions are as follows:

e Identify the alphabets in the text?
Based on this question an algorithm is designed to answer it. If this question

comes in the CAPTCHA, all the alphabets are identified and checked.
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e Identify the numbers in the text?
An algorithm is designed to find the numbers in the character set. If user

identifies it, he passes the CAPTCHA test.

e What is the colour of the text?

In this question, user has to answer the colour of the character set.

e Solve the equation?
User has to solve the equation, as a part of CAPTCHA test. If user

solves it, he is genuine user, if not it is an automated bot.

e Submit the nth character of the word?
Based on this question an algorithm is designed to answer it. If this
question comes in the CAPTCHA, nth character has to be identified and
checked.

h) Automated CAPTCHA Questions difficulty level

To provide the additional security, the admin can even apply the distortion
level to the character set generated. But only limited distortion level is applied to

the character set, so that it can be easily answered by the user.

3.6.4 CAPTCHA Time to Solve

It is the time that is required to solve the CAPTCHA. The time is in seconds i.e.
from when the code was created, to when it was solved. The simple time function is as

follows:

public function getTimeToSolve ()

{

return $this->_timeToSolve;

HI-CAPTCHA system requires some time to solve by the clients/users. It is the
maximum amount of time given by the admin to the user/client to solve the CAPTCHA.
With each question that is send to the user/client, the admin also sends the time within
which the answer must be submitted. This amount of time also restricts the user from
attempting all the answers. Hence, this feature restricts the unauthorized access to the
system. The time given by the admin to solve the CAPTCHA question depends upon the

complexity level of the question.
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Chapter 4 RESULTS AND DISCUSSION

The outcome and results obtained by the proposed system are briefly explained in
this chapter. This chapter also discusses about the failure region of the proposed method.
The proposed Human Intervened CAPTCHA (HI-CAPTCHA) method is implemented
with client and admin modules. The proposed system is developed on Android platform.
The main software’s used for the development of the proposed system are Pivotal tc server,
Spring Tool Suite, Android 2.0. Developed Mobile based system includes, Admin module
used by admin for the selection of CAPTCHA, Client module used by client for answering
the CAPTCHA questions and Web server for deploying admin module and client module.

Result and Discussion section includes 1) Generated CAPTCHA, 2) Selection of
CAPTCHA, 3) Client view of Automated CAPTCHA, 4) Client view of HI-CAPTCHA,
4) HI-CAPTCHA test case, for identifying the genuine user and 6) HI-CAPTCHA test

case, if user inside class not connected to server.
4.1 Generated CAPTCHA

This section gives the detailed explanation of the proposed CAPTCHA system. All
the challenges that come after applying the CAPTCHA system are described here. The
developed system consists of two type of CAPTCHASs one is automated CAPTCHA and
second is Human Intervened CAPTCHA (HI-CAPTCHA). Figure 4.1 shows the selection
of two types of CAPTCHA.

4.1.1 Automated CAPTCHA System

The developed system includes has automated CAPTCHA for detecting online
bots. The primary aim of automated CAPTCHA is to detect automated bots and stop them
from entering into the system. Automated CAPTCHA depends on the character sets that
are generated automatically. The character set is generated randomly. It consists of special
symbol, upper case letter, lower case letter, numbers etc. The random generation of the
character set makes it difficult for automated bots to recognize it. The length of the
automatic character set is also random, which makes it even more difficult for the bots.

Hence the computerized bots are stopped from entering into the system.
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4.1.2 Human Intervened CAPTCHA (HI-CAPTCHA)

The developed system includes proposed new modified CAPTCHA i.e. HI-
CAPTCHA as second component. In this proposed HI-CAPTCHA system questions are
generated by the admin and answer of the question is not fixed. Based on situation, time
and location, the answer of the question changes. Hence bots are not able to detect the
answer and the system remains secure against bot attack. Today CAPTCHA are designed
in such a way that, the human effort required to solve the CAPTCHA is utilized in many
ways. The proposed system is also designed in such a way that the human effort required
to solve the CAPTCHA is utilized in creative way i.e. answering some of the backend
questions, getting details of the users. The proposed HI-CAPTCHA is designed to
differentiate between bot and human. It will also differentiate between genuine user and
invalid user/human. A genuine user is the one, who is authorized to use the system. Figure

4.2 shows the HI-Captcha.
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4.2 Selection of CAPTCHA

The developed system consists of two types of CAPTCHAs i.e. Automated
CAPTCHA and Human Intervened CAPTCHA. Based on requirement, admin can select
any of the CAPTCHA from the two. The selected CAPTCHA will go to the client for
authentication. The purpose of both the CAPTCHA is different. Based on the situation and
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requirement of admin, the CAPTCHA’s are selected. Figure 4.1 shows the Admins screen

and the tasks that Admin can perform.
4.2.1 Automated CAPTCHA

The proposed system has Automated CAPTCHA for the identification of online
bots. Bot or Spam is the automated computer programs that enter into the system and
occupy resources or spy into system. These are very harmful, as they create serious
security problems. The Automated Captcha is designed to stop the bot from entering into
the system. The automated questions are designed in such a way that only human can

answer the question not any computerized bot. The questions are generated randomly.

The proposed automated Captcha system contains the pool of questions. The
questions are selected randomly from the pool. The Automated Captcha questions depend
on randomly generated character sets. Too much randomness in the question generation
provides additional security against the bot. Hence the system remains secure against the

bot attack.
4.2.2 Time to solve Automated CAPTCHA Question

Automated Captcha is designed to identify the bots only. Hence the time factor is also
important. The minimum amount of time given to solve the automated Captcha question is
2 min only. Time plays very important role in automated Captcha because:

e Time prevents bots from applying brute force technique to solve the question.

e Time reduces the waiting of the admin.
4.2.3 Human Intervened CAPTCHA

The major research area of this thesis is the Human Intervened CAPTCHA system,
where the human can intervene in-between. For example, in a classroom a teacher can
intervene in-between the validation of the answer and attendance of the student. Main aim
of HI-CAPTCHA system is detect the bot or an unauthorized human and stop them from
entering into or operate with the system. In this system, admin has the power to generate
the question and the answer of the question is not fixed. The answer depends upon
location, time and situation of the admin. As the answers are not fixed, no computerized
bot would be able to detect. Hence bots are stopped. The HI-CAPTCHA is designed in
such a way that, it will not only detect the bots but will also differentiate between genuine

user and invalid user. A genuine user is the one who is authorized to use the system, while
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the invalid user/human is the one who is answering from outside the class. The idea behind
HI-CAPTCHA is that, human effort required to solve the CAPTCHA is utilized in an
effective way. Thus, the HI-CAPTCHA can be utilized in very much effective in e-polling,
conducting small exam, getting details of the users etc. The proposed Human Intervention

CAPTCHA system works very much fine with the local server.
4.2.4 Selection of Human Intervened CAPTCHA Question

The Human Intervened CAPTCHA system consists of many questions. The admin
has the power to select any question from the list. The admin has also the power of
associating time to the question i.e. the maximum amount of time within which client or
user has to answer it. The answer of the question is not static i.e. answer changes as the
situation changes, time changes or the location changes. Figure 4.2 shows the questions
available with the admin. The admin is supposed to select the one question from the list.
Then, depending upon situation, he selects the correct answer. The question and its

corresponding answer get saved in the database for further verification of the clients.
4.2.5 Time to solve Human Intervened CAPTCHA Question

The proposed Human Intervened CAPTCHA system is designed in such a way that
the maximum time required to solve the CAPTCHA questions is determined by the admin.
The system gives power to the admin to decide the time i.e. 2 min, 4 min, 6 min, 8 min etc.
Depending upon the complexity of the CAPTCHA question, the time is decided by the
admin. It is decided in such a way that all the users can answer the question within the time

limit. Figure 4.4 shows the selection of time.

The time factor is very much crucial in the proposed system because of the
following reason:

e Based on the complexity of the question, the time is decided by the admin. It is
the maximum amount of time given by the admin to the user to answer the
question.

e The time factor given in the proposed system helps in reducing un-necessary
waiting of the admin. l.e. admin has to wait only for the time allotted to the

question.

Results and Discussion.......... &



4.3 Client View of the Automated CAPTCHA

The clients are supposed to sign up (Figure 4.6 shows the signup page). The
automated Captcha is designed to stop the bots. It consists of the randomly generated
questions. The questions are designed such that only answered by the human. The random
generation of the character set makes it difficult for automated bots to recognize it. The
length of the automatic character set generation is also random, which makes it even more
difficult for the bots. Hence, the computerized bots are stopped from entering into the

system. Figure 4.7 shows the Client view of the automated questions.

Some of the automated CAPTCHA questions are as follows:

e What are the alphabets in the text?
Based on this question an algorithm is designed to answer it. If this question
comes in the CAPTCHA, all the alphabets are identified and checked.

e What are the numbers in the text?
An algorithm is designed to find the numbers in the character set. If user
identifies it, he passes the CAPTCHA test. s

e What is the colour of the text?

In this question, user has to answer the colour of the character set.
e Solve the equation?

User has to solve the equation, as a part of CAPTCHA test. If user solves it,
he is genuine user, not any automated bot.

e Submit the nth character of the word?
Based on this question an algorithm is designed to answer it. If this question

comes in the CAPTCHA, nth character has to be identified and checked.
4.4 Client View of the Human Intervened CAPTCHA

Client has to answer the human intervened questions. The time for answering the
question is mentioned in the question. The user has to answer the question in fixed amount
of the time. The answer of the question designed in the human intervened Captcha system
is not fixed. The answer can vary day to day. For Example:

e If the question is what is the colour of shirt, admin wearing?

The answer of the question varies day to day. Admin can wear different colour of

shirt. So the user has to see the admin and then select the answer from the
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drop box. If the user is genuine i.e. present in that particular area, he will answer it
correctly, otherwise not.

¢ In admin moving or standing?

Answer depends on the location, time, situation and the wish of the admin.

¢ In which direction admin is moving?

The answer of the question may be East, West, North or South. The User has to
answer the question by seeing the admin. The answer varies, according to location,

time and situation.

The aim of designing the HI- CAPTCHA system is utilizing all the human effort
required to solve the Captcha in some creative way. The questions are designed locally and
could be answer in the local server. Human Intervened Captcha system is very much
effective in local server, because designed questions can be answered by seeing the admin.
The answer of the designed question is not fixed. Hence computer bots are not able to
answer and the system remains secure against the bot attack. Figure 4.8 shows the Client

view of the Human Intervened Captcha questions.
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4.5 Human Intervened CAPTCHA (HI-CAPTCHA) Test Cases for Identifying the
Genuine User

HI-CAPTCHA is used for the identification of the genuine users. A genuine user in
the system is the one, who is authorized to use the system. For example, in the mobile
based online examination system, all the users inside the class are genuine user, while the

users outside the class are not genuine.
Following test case is conducted to prove the result of the HI-CAPTCHA.

a) Admin selects the HI-CAPTCHA to authenticate the genuine user.

b) A question selected by admin is, Is admin moving or standing?

c) Answer of the question, based on the current time, situation or location of the
admin is standing.

d) Time selected by Admin is 2 min. It is the maximum time, in which user has to

answer the question.
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Figure 4.9: Human Intervened CAPTCHA (HI-CAPTCHA) Test

All the users inside the class/hall will answer correctly, as they are seeing the
admin. But the users outside the class/ hall are not able to answer correctly, because they
are not seeing the movement of the admin. Hence, the admin will be able to identify the
genuine users. Figure 4.9 shows the diagrammatical view of the HI-CAPTCHA test case,

for identifying the genuine user.
Similarly, the user may select the following question for identifying the genuine user.

a) In HI-CAPTCHA mode, admin can select question, Which Colour shirt, is admin
wearing?

b) Admin can wear any colour shirt in any day. So answer of the question depends on
the admins shirt colour. Suppose, admin is wearing Red colour shirt. So the answer
of the question is Red.

c) Let the time selected by admin to answer the question is 1 min. All the users have
to answer within 1 min time limit.

d) Admin sends the selected question to the users, to authenticate the genuine users,

who are authorized to use the system.

The users inside the class will answer correctly, because they are seeing the admin
and hence know the colour of admin shirt. Therefore, they are the genuine users and

authorized to use the system.
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4.6 HI-CAPTCHA Test Cases, if user inside class is not connected to server

HI-CAPTCHA is used for identifying genuine user. All the users inside the class
are genuine user, as they are authorized to use the proposed system. But the case may arise,
when the user inside the class is not connected to the server. In that case, user is not able to
utilize the services of the system and he is considered as unauthorized user. But the user
inside the class is always genuine user. There are many conditions due to which this

condition may arise.

a) Application may be not installed in the device. The user has to install the

HI-Client CAPTCHA app.

b) The device is not configured properly to use the system.

=R

4

A 4

STS Database
(Web Server)

User outside User not connected to
Server
the Class/Hall

Class/Hall

Figure 4.10: HI-CAPTCHA Test case, if user is not connected

If the user is not connected to the server, following condition may be checked:

a) The user has to sign up to the HI-Client CAPTCHA app.

b) The user inside the class/hall has to retry login in the client HI-CAPTCHA

application.

Results and Discussion........... &



¢) If he logins successfully, he may continue. But if user fails to login, the user has to

check the settings of the mobile i.e. check wifi settings, check IP settings etc.

d) If the user logins successfully and waiting for the CAPTCHA questions. The user
has to wait as there might be delay in the network. Further the user may contact to

the admin for help.
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Chapter 5 SUMMARY AND CONCLUSION

5.1 Summary

This thesis gives the detailed explanation of the proposed CAPTCHA system i.e.
Automated CAPTCHA and Human Intervened CAPTCHA (HI-CAPTCHA) system.
Detailed literature survey has been performed for the proposed system. All the challenges
that come during the implementation of the CAPTCHA system are described in the thesis.
The proposed thesis gives the detailed description of two types of CAPTCHA's.

5.1.1 Automated Captcha System

The proposed system has automated CAPTCHA for identification of online bots. A
detailed study of the Automated CAPTCHA is done with the aim of detecting automated
bots and stopping them from entering into the system. Automated CAPTCHA depends on
the randomly generated character sets. It consists of special symbols, upper case letters,
lower case letters, numbers etc. The random generation of the character set makes it
difficult for automated bots to recognize it. The length of the automatic character set is also
random, which makes it even more difficult for the bots. Hence the computerized bots are

stopped from entering into the system.
5.1.2 Human Intervened Captcha System

The proposed system is the Human intervened CAPTCHA (HI-CAPTCHA)
system. In this system, a question is generated by the admin and answer of question is not
fixed. Based on situation, time and location, the answer of the question changes. Hence
bots are not able to detect the answer and the system remains secure against bot attack. As
the Al is evolving CAPTCHA'’s are becoming stronger against the bot attacks. Today
CAPTCHA are designed in such a way that, the human effort required to solve the
CAPTCHA is utilized in many ways. They not only detect the bots, but also answer some
of the basic questions of the Al. The proposed HI-CAPTCHA system is also designed in
such a way that the human effort required to solve the HI-CAPTCHA is utilized in creative

way i.e. to differentiate between genuine user and invalid users.

The proposed HI-CAPTCHA will not only differentiate between a bot and human

but will also differentiate genuine and invalid users/humans. A genuine user is the one who
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is authorized to use the system. For example, in a mobile based classroom examination
system, a user with the mobile device sitting inside the class is a genuine user whereas the
one who is answering from outside the class is an invalid user. Hence, the user’s answer to
the proposed HI-CAPTCHA will determine whether he is genuine or invalid. Thus user’s

effort to answer the HI-CAPTCHA is utilized in an effective manner.

5.2 Conclusions

CAPTCHA'’s are very effective way for stopping bots and reducing spams. Captcha
keep web data secure from intruders. Almost every website contains Captcha in one form
or other. All the Sign in and sign ups or any form submission over the internet contains
Captcha. The developed system has an Automated Captcha system for the identification of
online bots. The automated CAPTCHA depends on the randomly generated character
sets. The length of the character set is also random. It consists of uppercase letter,
lowercase letter, numbers and special symbols. The questions are generated randomly
based on character set. The questions are designed in such a way that, only human can

answers them, not any bot. Thus the system remains secure against the online bot.

As Artificial Intelligence is evolving, the need for developing new and advanced
type of Captcha’s has been arrived. Google’s reCAPTCHA is the example of advance
Captcha. It not only detects the bot, but also helps in machine learning process. In the same
way the proposed HI-CAPTCHA system is also designed for multi-tasking environment.
The proposed HI-CAPTCHA will not only differentiate between a bot and human but will
also differentiate genuine and invalid users/humans. The proposed HI-CAPTCHA system
can be designed for attendance system, e-polling system or for generating the details of the

users. It works very fine in the local server environment.

The dual combination of Automated Captcha and Human Intervened Captcha is
very much effective against the bot or spam detection. Both the Captcha’s in one system
not only provides the security against the bots but also helps admin in finding the genuine
user or helps in getting the details of the users. The system may be customize in many
ways i.e. for e-polling system, attendance system, online examination system etc. In all
these systems, the proposed combination of HI-CAPTCHA and the Automated Captcha

helps admin in bot detection and finding the genuine users.
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5.3 Recommendations for future work

As Al is evolving, there is a lot of advancement in the automated techniques that
make it more difficult for the Captcha security. Many automated computer programs have
been made, that intrudes or violates the Captcha security. Although a lot of efforts have
been made, in designing the system which remains secure against bots in any condition,
still in fast moving era, system might break. So following future works are proposed for

Captcha security.

a) Interface optimization

The proposed system has to be developed for visually and audibly
challenged persons. Text To Speech (TTS) features may be added to the system for
the challenged ones.

b) Multiple Language Support

The System may be designed with the multiple language support. As the
system runs in local server interface, multiple language support may helps in many
features. For example, generating information about crop from a group of
farmers, getting any similar type of information from the group of people etc.

c) Distortion Level

Distortion level may be applied to the automated character sets, for making
system more secure against the bot attack.

d) Larger scale study

To produce statistically significant results, a larger scale study with truly
randomized samples should be carried out.

e) Statistical Data

The proposed system can be designed to get the statistics or 2D information

from the group of people. A possibility may be explored in this direction.
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CAPTCHA is an abbreviation for Completely Automated Public Turing-Test to tell
Computers and Humans Apart. The basic aim of a CAPTCHA system is to prevent Web
services from being exploited by hackers. CAPTCHA helps in preventing bots from doing
unlawful activities on web pages. The thesis work includes two types of CAPTCHA i.e.
Automated CAPTCHA and Human Intervened CAPTCHA (HI-CAPTCHA). The
automated CAPTCHA is used for learning the behaviour of bots and for their
identification.

In this research work a modified CAPTCHA 1.e. HI-CAPTCHA is proposed, which
is used for the identification of bot as well as for the identification of the genuine user. All
the users inside the classroom are genuine users as they are authorized to use the system.
The proposed system is targeted towards enhancing security in mobile based classroom
system like attendance system, examination system etc. In this system questions are
generated by the admin and the answer of the question varies as per the admin’s state and
other things that can be identified by the person inside room. Hence bots and invalid users

(users outside the class) are not able to detect the answer and system remains secure.
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